Useful Terms

American, British, Canadian, Australian (ABCA) Armies Program

The mission of the ABCA Program is to ensure that the ABCA Armies achieve levels of standardization necessary for two or more ABCA Armies to operate effectively together within a coalition and in a joint environment....now and into the future
Attaché
A diplomatic official or military officer attached to an embassy or legation, especially in a technical capacity.

Certification

Formal recognition by DA of a working relationship with a representative of a foreign government (for example, a FLO) for specified purposes and on an extended basis over an agreed period of time.

Classified military information (CMI)

Information originated by or for the DOD or its Agencies or under their jurisdiction or control, which requires protection in the interest of national security.  It is designated TOP SECRET, SECRET, or CONFIDENTIAL as described in E.O. 12958 or subsequent order.  Classified military information may be in oral, visual, documentary, or materiel form.  DOD Directive 5230.11 and AR 380-10 provide details of the eight categories into which CMI has been subdivided.

Combined information

Military information that, by agreement, is declared to be combined by the USG and one or more other national governments (or an international organization), irrespective of origin of information.

Contact officer

A DOD official designated in writing to oversee and facilitate all contacts, requests for information, consultations, access, and other activities of foreign nationals who are assigned to, or are visiting, a DA component or subordinate organization.  The identification of the contact officer in an approved RVA is recognized as designation in writing.  In the cases of foreign exchange and cooperative personnel, the host supervisor may be the contact officer.

Controlled unclassified information (CUI)

Unclassified information to which access or distribution limitations have been applied according to national laws, policies, and regulations of the USG.  It includes U.S. information that is determined to be exempt from public disclosure according to DODD 5230.25, DODD 5400.7, AR 25-55, AR 340-21, AR 530-1, etc., or that is subject to export controls according to the ITAR or the EAR.

Cooperative Program

A program for research, development, test, evaluation, and/or production that is not implemented under the Security Assistance Program.

Cooperative Program Personnel

Foreign government personnel, assigned to a multinational program office that is hosted by DA pursuant to the terms of a Cooperative Program International Agreement, who report to and take direction from a DA-appointed Program Manager (or Program Manager equivalent) for the purpose of carrying out the multinational project or program.  Foreign government representatives described in such agreements as liaison officers or observers are not considered Cooperative Program Personnel and will be treated as FLOs.

Co-production

Method by which items intended for military application are produced under the provisions of a formal agreement that provides for the transfer of technical information and know-how from one government to another.

Critical Program Information (CPI)

That information about the program, technologies, and/or systems that if compromised would degrade combat effectiveness or shorten the expected combat-effective life of the system.  Access to this information could allow someone to kill, counter or clone the acquisition system before or near scheduled deployment or force a major design change to maintain the same level of effectiveness.

Critical technology

Technology that consists of—

a.  Arrays of design and manufacturing know-how (including technical data).

b.  Keystone manufacturing, inspection, and test equipment.

c.  Keystone materials.

d.  Goods accompanied by sophisticated operation, application, or maintenance know-how that would make a significant contribution to military potential of any country—or combination of countries—and compromise of which may prove detrimental to U.S. security.

Defense information/technology

Any weapons, weapon system, munitions, aircraft, vessel, boat, or other implement of war; any property, installation, commodity, materiel, equipment, supply, or goods used for the purposes of furnishing military assistance or making military sales; any tool, machinery, facilities, materiel, supply, or other item necessary for the manufacture, production, processing, repair, servicing, storage, construction, transportation, operation, or use of any other defense articles; or any component or part of  the preceding articles—less merchant vessels and articles governed by the Atomic Energy Act of 1954, as amended

Defense Service

Any service, test, inspection, repair, training, publication, or technical or other assistance, or defense information used for the purpose of furnishing security assistance-less design and construction services.

Delegation of Disclosure Authority Letter (DDL)

A letter issued by the appropriate Designated Disclosure Authority describing classification levels, categories, scope, and limitations related to information under DA's disclosure jurisdiction that may be disclosed to specific foreign governments or their nationals for a specified purpose.

Designated Disclosure Authority

An official designated by the Head of DA or by DA's Principal Disclosure Authority to control disclosures of classified military information by his or her organization to foreign governments and international organizations.

Disclosure  (DoDD 5230.11/NDP-1/Army Reference is AR 380-10)

Conveying of CMI to an authorized representative of a foreign government. Disclosures may be accomplished through oral, visual, or documentary modes.

Exception to National Disclosure Policy (ENDP)

Formal request to the National Disclosure Policy Committee usually focused on increasing the level of delegated disclosure authority for a country in a given category.  Can also be required to comply with on of the various policy statements in Annex B or C of NDP-1.

Engineers and Scientists Exchange Program (ESEP)

A program under which civilian and military scientists and engineers, pursuant to the terms of an international agreement, are assigned to DA research, development, test, and evaluation facilities to conduct research, development, test and evaluation work.

Extended visit authorization

See visit authorization.

Foreign Disclosure Officer (FDO)

DA member designated in writing to oversee and control coordination of specific disclosures of CMI.  FDOs are authorized for appointment to lowest command level that is the proponent for Army-created, developed, or derived CMI.

Foreign exchange personnel

Military or civilian officials of a foreign defense establishment who are assigned to a U.S. DOD Component (such as the U.S. Army), according to the terms of an applicable Exchange Agreement, and who perform duties, prescribed by a position description, for the DOD Component.


Foreign interest

Any foreign government, agency of a foreign government, or representative of a foreign government; any form of business enterprise or legal entity organized, chartered or incorporated under the laws of any country other than the U.S. or its possessions and trust territories; and any person who is not a citizen or national of the U.S.

Foreign liaison officer (FLO)

A foreign government military member or civilian employee, who is authorized his or her government, to act as an official representative of that government in its dealings with the U.S. Army in connection with programs, projects or agreements of mutual interest to the U.S. Army and the foreign government.  There are three types of FLOs—

a.  Security Assistance. A foreign government representative who is assigned to a DA element or contractor facility pursuant to a requirement that is described in an FMS LOA.

b.  Operational. A foreign government representative who is assigned to DA element pursuant to a documented requirement to coordinate operational matters, such as combined planning or training and education.  A StanRep is an operational FLO.

c.  National Representative. A foreign government representative who is assigned to his or her national embassy or legation in Washington, D.C. (for example, an attaché), to conduct liaison activities with HQDA and DA element.

Foreign national
A person who is not a citizen or national of the U.S. or its territories.  This definition does not include permanent residents (formerly immigrant aliens, resident aliens, or intending U.S. citizens).  For the purposes of this regulation, a private non-U.S. citizen or national having no official affiliation with his or her government of origin.  See definition of foreign representative.

Foreign representative

For the purposes of this regulation, foreign representatives are foreign nationals or U.S. citizens or nationals who are acting as representatives of a foreign government, or firm or person sponsored by a foreign government.  These individuals may interact officially with DA elements only in support of an actual or potential USG program (for example, FMS, USG contract, or international agreement).

Foreign Visits System (FVS)

The automated system, operated by the OUSD(P), that provides staffing and data base support for processing requests for visits by foreign nationals to DOD activities and defense contractors.  FVS consists of an unclassified segment that allows the on-line submission of visit requests from Embassies in Washington, D.C., and, in some cases, directly from foreign governments overseas.  FVS also has a classified segment that provides staffing, decision-making support, and data base capabilities to the Military Departments and DIA.

Functional Agreement

An agreement not formally deemed to be an international agreement, including—

a.  Contracts made under the Federal Acquisition Regulations.

b.  FMS Credit Agreements.

c.  FMS LOAs or Defense Sales Agreements.

d.  FMS Letters of Intent.

e.  Standardization Agreements or Quadripartite Standardization Agreements that record the adoption of like or similar military equipment, ammunition, supplies, or stores; or operational, logistic, or administrative procedures.

f.  Leases under 10 USC 2667 or 2675.

g.  Leases under 22 USC 2796.

h.  Agreements that establish only administrative procedures.

General Security of Military Information Agreement (GSOMIA)

Umbrella security agreement that demonstrates a countries intent to safeguard military information as if it were their own.

Government-to-Government channels

Principal method that classified information and materiel will be transferred by government officials through official channels or through other channels expressly agreed on by the governments involved.  In either case, information or materiel may be transferred only to a person specifically designated in writing by the foreign government as its representative for that purpose.

Hosted visit

A visit by official nationals of a foreign government under the auspices of an invitation that is extended by a DA official.

International Agreement

International agreements are defined as follows:

     a.  An agreement, but not a functional agreement, that is concluded with one or more foreign governments (including their agencies, instrumentalities, or political subdivisions) or with an international organization and—

         (1)  Is signed or agreed to by civilian or military officers, employees of any DOD organizational element, or representatives of the Department of State or other agencies of the USG.

         (2)  Signifies the intention of the parties to be bound in international law.

         (3)  Is identified as one of the following:  international agreement, Memorandum of Understanding,   exchange of notes, exchange of letters, technical arrangement, protocol, note verbal, aide memoir, agreed minute, plan, contract, arrangement, or some other name having similar legal consequence.

b.  Any oral agreement that meets the criteria above.  Such an agreement must be reduced to writing by the DOD representative who enters into the agreement.

c.  A NATO Standardization Agreement that provides for either of the following—

     (1)  mutual support or cross-servicing of military equipment, ammunition, supplies, and stores, or

     (2)  mutual rendering of defense services, including training.

International Organization

Entity established by recognized governments pursuant to international agreement which, by charter or otherwise, is able to acquire and transfer property, make contracts and agreements, obligate its members, and pursue legal remedies.

International Traffic in Arms Regulations (ITAR)

Department of State implementation of section 38 of the AECA. ITAR governs export of information and materiel that are defense-related and listed on the U.S. Munitions List.

International Visits Program

The program that is established to process visits by and assignments of foreign representatives to the DOD Components and DOD contractor facilities.  It is designed to ensure that classified
and controlled unclassified information to be disclosed to them has been properly authorized for disclosure to their governments, to ensure that the requesting foreign government provides a security assurance on the individuals when classified information is involved in the visit or assignment, and to facilitate administrative arrangements (for example, date, time, and place) for the visit or assignment.

Intelligence

Information and related materiel describing U.S. foreign intelligence sources and methods, equipment, and methodology unique to the acquisition or exploitation of  foreign intelligence, foreign military hardware obtained for exploitation, and photography or recordings resulting from U.S. foreign intelligence collection efforts. May or may not include SCI.

Military information

Classified or unclassified information under control and jurisdiction of DA or its elements, or of primary interest to them. (May be embodied in equipment or may be in written, oral, visual, or other communicable form.)

Munitions license

A document bearing the word license issued by the Director, Office of Defense Trade Controls or his/her authorized designee which permits the export of a specific defense article or defense service controlled by the ITAR.

Munitions list

Listing of articles designated as arms, ammunition, and implements of war and are subject to licensing requirements imposed by AECA through the ITAR.

National Disclosure Policy (NDP-1)

NDP-1 promulgates national policy and procedures in the form of specific disclosure criteria and limitations, definition of terms, release arrangements, and other guidance required by U.S. departments and agencies having occasion to disclose CMI to foreign governments and international organizations. In addition, it establishes and provides for management of interagency mechanism and procedures required for effective implementation of the policy. This policy is based on NSDM 119, Disclosure of Classified United States Military Information to Foreign Governments and International Organizations, 20 July 1971, as reaffirmed and augmented by White House Memorandum of the same subject, date 6 June 1978.

National Disclosure Policy Committee (NDPC)

Central authority for formulation, promulgation, administration, and monitoring of the NDP-1. Consists of general and special members and their alternates.  General members have a broad interest in all aspects of committee operations. Special members have a significant interest in some, but not all, aspects of committee operations.

a.  General Members will serve as representatives of the Secretaries of State, Defense, Army, Navy, and Air Force; and the Chairman, Joint Chiefs of Staff.

b.  Special Members will serve as representatives of the Secretary of Energy; Director of Central Intelligence; Under Secretary of Defense for Policy; Under Secretary of Defense for Acquisition, Technology and Logistics; Assistant Secretary of Defense for Command, Control, Communications and Intelligence; Assistant to  Secretary  of  Defense (Atomic Energy); Director, Defense Intelligence Agency and Director; Missile Defense Agency.

One-time visit authorization

See visit authorization

Originating classification authority (OCA)

An individual authorized in writing, either by the President, or by agency heads or other officials designated by the President, to originally classify information.

Originating classification

An initial determination that information requires, in the interest of national security, protection against unauthorized disclosure.

Personnel Exchange Program (PEP)

A program under which military and civilian personnel of the Department of the Army and military and civilian personnel of the defense ministries and/or military services of foreign governments, pursuant to the terms of an international agreement, occupy positions with and perform functions for a host organization to promote greater understanding, standardization, and interoperability. 

Program Protection Plan (PPP)

Plan that identifies sensitive defense systems and technical data and then develops countermeasures to protect them from hostile collection and exploitation.  Requires the identification of Critical Program Information (CPI).  The two parts of the PPP are the Technology Assessment/Control Plan and a supporting Delegation of Disclosure Authority Letter (DDL) if foreign participation is anticipated.

Proprietary information

Classified or unclassified proprietary information, the rights to which are owned by private firms or citizens (i.e., patents, copyrights, or trade secrets).  Disclosure cannot be effected without the owner’s consent, unless such disclosure is authorized by relevant legislation, and then release will be subject to such legislation.

Record of action (RA)

Official record of NDPC decisions on ENDP requests.

Recurring visit authorization

See visit authorization

Security assistance

Group of programs authorized by Foreign Assistance Act of 1961, as amended, and AECA, as amended, or other related statutes by which the USG provides defense articles, military training, and other defense-related services to foreign governments and international organizations by grant, credit, or cash sales, in furtherance of national policies and objectives.

Security assurance

The written confirmation, requested by and exchanged between governments, of the security clearance level or eligibility for clearance of their national contractors and citizens.  It also includes a statement by a responsible official of a foreign government or international organization that the recipient of U.S. classified military information possesses the requisite security clearance.  It also indicates that the original recipient is approved by his or her government for access to information of the security classification involved and that the recipient government will comply with security requirements specified by the U.S.

Security Policy Automation Network (SPAN)

A wide area computer network sponsored by the OUSD(P) consisting of a DOD-wide SECRET-high classified network and a separately supported unclassified network that supports communications and coordination among DOD activities on foreign disclosure, export control, and international arms control and cooperation subjects.

Sponsorship

Sponsorship is defined as follows:

a.  In context of meeting, provision of DA resources (such  as,  personnel and funds) in support of the meeting.

b.  In context of visit by foreign visitor to U.S. industry, DA authorization for disclosure of information on US Munitions List by a U.S. commercial firm, irrespective of whether the firm possesses a munitions license (that is, sponsorship of an exemption to the ITAR).

c.  In context of visit by foreign representative, statement rendered by foreign government or international organization on behalf of foreign representative indicating  that the latter's interaction with DA is officially sanctioned by the former, which assumes full responsibility for visitor's actions and for information that may be disclosed to visitor. (Also known as “security assurance “ .)

Standardization Representative (StanRep)

A StanRep is an operational FLO certified by the U.S. Army to represent the British, Canadian or Australian government under the authority of the Basic Standardization Agreement.  Each of the participating Armies provides StanReps to other Armies as desired to conduct liaison between the “parent “ Army and the “host “ Army in pursuit of ABCA goals and objectives.

Technology Analysis and Control Plan (TA/CP)

The principle document used to develop the security requirements, disclosure guidance and the control plan for a program.  The responsibility of the program manager

Third party transfer

Transfer of U.S. defense articles, services, and training to a country (a third country) from a country that originally acquired such items from the U.S.  As a condition of the original sale or transfer, the recipient government must obtain the consent of the President of the U.S. for any proposed third country/party transfer.

U.S. person

A person who is a lawful permanent resident as defined by 8 USC 1101(a)(20) or who is a protected individual as defined by 8 USC 1324b(a)(30.  It also means any corporation, business association, partnership, society, trust, or any other entity, organization or group that is incorporated to do business in the U.S.  It also includes any governmental (federal, state or local) entity.  It does not include any foreign person.

a.  8 USC 1101(a)(20) —  The term “lawfully admitted for permanent residence “ means  the status of having been lawfully accorded the privilege of residing permanently in the U.S. as an immigrant according to the immigration laws, such status not having changed.

b.  8 USC 1324b(a)(30) — The term “protected individual “ means an individual who— (A) is a citizen or national of the U.S., or (B) is an alien who is lawfully admitted for permanent residence, is granted the status of an alien lawfully admitted for temporary residence under section 1160(a) or 1255a(a)(1) of this title, is admitted as a refugee under section 1157 of this title, or is granted asylum under section 1158 of this title; but does not include (i) an alien who fails to apply for naturalization within six months of the date the alien first becomes eligible (by virtue of period of lawful permanent residence) to apply for naturalization or, if later, within six months after November 6, 1986, and (ii) an alien who has applied on a timely basis, but has not been naturalized as a citizen within 2 years after the date of the application, unless the alien can establish that the alien is actively pursuing naturalization, except that time consumed in the Service's processing the application will  not be counted toward the two-year period.
Visit authorization (DoDD 5230.20/Army reference is AR 380-10)

There are three types of visit authorizations—

c.  A ONE-TIME VISIT AUTHORIZATION permits contact by a foreign national with a DOD Component or DOD contractor facility for a single, short-term occasion (normally less than 30 days) for a specified purpose.

d.  A RECURRING VISIT AUTHORIZATION permits intermittent visits by a foreign national to a DOD Component or DOD contractor facility over a specified period of time for a Government-approved license, contract or agreement, or other program when the information to be released has been defined and approved for release in advance by the USG.

e.  An EXTENDED VISIT AUTHORIZATION permits a single visit by a foreign national for an extended period of time.  Extended visit authorizations are to be used when a foreign national is required to be in continuous contact with a DOD Component or a DOD contractor facility beyond 30 days for one of the following situations:

(1) Certification as a FLO, foreign exchange personnel (ESEP or PEP) or CPP to a DA activity.

(2) Training at a contractor facility under an FMS case, except for those individuals on ITOs.  If it is in the Army's interest, Army-sponsored training at a contractor or Army facility under DCS.

(3) Assignment of a foreign contractor's employees if the foreign contractor is under DA contract and performance on the contract requires assignment of the employees to the Army or Army activity at a contractor facility.  This individual will be considered a FLO.

