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	HQ TRADOC Installation & MSC  Information Security & Foreign Disclosure Program Checklist
	

	UNIT:
	

	UNIT LOCATION:
	

	
	

	TYPE OF INSPECTION:
	

	POCs:                                                                                                                                                                     
	

	    SECURITY MANAGER:                                                                                                                                         
	

	    ALTERNATE SECURITY MANAGER:
	

	    PERSONNEL SECURITY:

    INFORMATION SECURITY:

    FOREIGN DISCLOSURE:
	

	        
	

	INSPECTION TEAM COMPOSITION:
	

	    INFORMATION SECURITY
	Mr. Ed Connolly, DSN 680-3960, 

Commercial (757) 788-3960

	    FOREIGN DISCLOSURE
	Ms. Denise Vassar/Mr. Mike Ryan, DSN 680-3008/5321, Commercial (757) 788-3008/5321

	OVERALL ASSESSMENT/COMMENTS:




	B.
	Information Security, AR 380-5            (Section A is Personnel Security – not covered in this visit.)
	
	

	1.
	Does the activity maintain, at a minimum:

    a.  DoD 5200.1-R, Information Security Program, 

14 Jan 97.
	
	

	
	
	
	

	
	    b.  AR 380-5, DA Information Security Program, 

22 Sep 00.
	
	

	
	
	
	

	
	    c.  AR 380-19, Information System Security, 27 Feb 98.
	
	

	
	
	
	

	
	    d.  AR 380-67, DA Personnel Security Program, 

9 Sep 88.
	
	

	
	
	
	

	
	    e.  AR 381-12, Subversion and Espionage Directed Against the U.S. Army, 15 Jan 93.
	
	

	
	
	
	

	
	    f.  AR 530-1, Operations Security (OPSEC), 

3 Mar 95.
	
	

	
	
	
	

	
	    g.  AR 525-13, Antiterrorism Force Protection,
	
	

	
	
	
	

	
	    h.  AR 380-15, Safeguarding Classified NATO Information (U), 1 Mar 84 (Classified CONFIDENTIAL) 
	
	

	
	
	
	

	2.
	APPOINTMENTS & AUTHORIZATIONS
	
	

	
	
	
	

	
	    a.  Has a Primary and Alternative Security Manager been appointed in writing?  
	
	

	
	(AR 380-5, Chap 1, sect. 1-6(e))
	
	

	
	
	
	

	
	    b.  Has a Top Secret Control Officer (TSCO) been appointed in each office authorized Top Secret Information?
	
	

	
	(AR 380-5, Chap 6, sect. 6-21(a))
	
	

	
	
	
	

	
	    c.  Is there a current list of all personnel authorized access to Top Secret Information?
	
	

	
	(AR 380-5 Chapter 6, Sect 6-21, and DoD 5200.1-R, Chapter. 6, Sect. 8(c)1)
	
	

	
	
	
	

	
	    d.  Is there a current list of personnel authorized to pick up and deliver Secret material?  
	
	

	
	(AR 380-5, Chapter 8, Sect. 8-13)
	
	

	
	
	
	

	
	
	
	

	
	    e.  Have staff offices with open storage been approved and to Construction Standards? 

(AR 380-5, Chapter 7, Sect 7-20)
	
	

	
	    f.  Are procedures in place to ensure the requirements for conducting classified meetings/ conferences accomplished properly?  (AR 380-5, Chapter 6, Sect. 6-18)
	
	

	3.
	STANDARD OPERATING PROCEDURE (SOP)
	
	

	
	
	
	

	
	Is there a Security SOP?
	
	

	
	(AR 380-5, Chapter 1, Sect. 1-6(a))
	
	

	
	
	
	

	4.  
	ACCESS AND CONTROL
	
	

	
	
	
	

	
	    a.  Are procedures in effect to ensure personnel are not allowed to work alone in areas where Top Secret Information is accessible?  The two-man rule
	
	

	
	(AR 380-5, Chapter. 6, Sect. 6-36)
	
	

	
	
	
	

	
	    b.  Does the Security Manager conduct security inspections and spot checks to evaluate compliance with applicable regulations and requirements?

(AR 380-5, Chap 1, sect. 1-7(i))
	
	

	
	
	
	

	
	    c.  Are random exit/entry inspections being conducted for the neglectful or illegal transport of classified?
	
	

	
	(AR 380-5, Chap 6, sect. 6-36)
	
	

	
	
	
	

	5.
	CLASSIFIED DOCUMENT CONTROL
	
	

	
	
	
	

	
	    a.  Are classified documents properly marked?

         -Overall markings

         -Portion markings

         -Declassification or downgrading instructions

         -Name of organization and date

         -Derivative sources or OCA 

         -Reason for classification
	
	

	
	(AR 380-5, Chapter 4)
	
	

	
	
	
	

	
	    b.  Have new incumbent original classification authorities been briefed regarding their classification authority responsibilities?
	
	

	
	(AR 380-5, Chapter 9, Sect. 9-10(a))
	
	

	
	
	
	

	
	    c.  Are Top Secret documents inventoried at least annually and are the documents maintained in a Top Secret Register for 5 years?

(AR 380-5, Chapter 6, Sect. 6-21(b, c))
	
	

	
	
	
	

	
	    d.  Has the annual classified document clean-out day been accomplished?
	
	

	
	(DoD 5200.1-R, Chapter 7, Sect. 6-700(c)) 
	
	


	
	    e.  Have specific reproduction equipment been designated for reproduction of classified information and are rules posted?
	
	

	
	(AR 380-5, Chapter, 6, Sect. 6-25(c))
	
	

	
	
	
	

	
	    f.  Are working papers dated when created, safeguarded and either destroyed or finalized after 180 days?
	
	

	
	(AR 380-5, Chapter 6, Sect. 6-24)
	
	

	
	
	
	

	6.
	SECURITY CONTAINER CONTROL
	
	

	
	
	
	

	
	    a.  Are security container’s combinations changed at least annually or when persons having access are reassigned?
	
	

	
	(AR 380-5, Chapter 7, Sect. 7-8(b))
	
	

	
	
	
	

	
	    b.  Are SF's 700 posted in the mechanical drawer of each security container indicating individuals with knowledge of the combination and the contents?
	
	

	
	(AR 380-5, Chapter 7, Sect. 7-8(c))
	
	

	
	
	
	

	
	    c.  Is the SF 702 being filled out properly, indicating each time the security container is opened or closed?
	
	

	
	(AR 380-5, Chapter 7, Sect. 6-10(2))
	
	

	
	
	
	

	
	    d.  Are end of day security checks conducted and recorded on a SF 701?
	
	

	
	(AR 380-5, Chapter 7, Sect. 6-11)
	
	

	
	
	
	

	
	    e.  Is there an Emergency Action Plan (EAP) posted on each container?  Has the EAP been rehearsed?
	
	

	
	(AR 380-5, Chapter 6, Sect. 6-12)
	
	

	
	
	
	

	
	    f.  Are magnetic signs indicating when the container is opened or closed located on the front of each security container?
	
	

	
	(AR 380-5, Chapter 6, Sect. 6-10(c))
	
	

	
	
	
	

	
	    g.  Has each security container designated for storage of classified been assigned a number or symbol?
	
	

	
	(AR 380-5, Chapter 7, Sect. 7-8(a))
	
	

	
	
	
	

	
	    h.  Are priority stickers placed inside each drawer?
	
	

	
	(AR 380-5, Chapter 7, Sect. 7-8(a))
	
	

	
	
	
	

	
	    i.  Are security containers ready for turn-in inspected for any left over classified and are the combinations reset to the factory set combination (50-25-50)?  Are signed statements affixed attesting to this for the Property Book Officer?
	
	

	
	(AR 380-5, Chapter 7, Sect. 7-8)
	
	

	7.
	TRANSMISSION CONTROL
	
	

	
	
	
	

	
	    a.  Are classified couriers briefed and given a statement on their responsibilities before being assigned a courier card (DD Form 2501)?  Are their signed statements being maintained in their security personnel file for two years?
	
	

	
	(DoD 5200.1-R, Chapter 7, Sect. 300(5b))
	
	

	
	
	
	

	
	    b.  Are issued courier cards only valid for 1 year or less, and are individual needs to carry classified being reevaluated annually? 
	
	

	
	(DoD 5200.1-R, Chapter 7, Sect. 301(4))
	
	

	
	
	
	

	
	    c.  Is a log or some other type of control being implemented for the issuance of courier cards?
	
	

	
	(AR 380-5, Chapter 8, Sect. 8-13)
	
	

	
	
	
	

	
	    d.  Are proper controls such as double wrapping, registering mail, locking brief cases being enforced?
	
	

	
	(AR 380-5, Chapter 8, Sect. 8-9)
	
	

	
	
	
	

	
	    e.  Is a foreign travel brief given for couriers traveling OCONUS?

(AR 380-5, Chapter 9, Sect. 9-8(b))
	
	

	
	
	
	

	
	    f.  Are couriers traveling OCONUS given a courier authorization letter to travel abroad with classified aboard a commercial aircraft?
	
	

	
	(AR 380-5, Chapter 8, Sect. 8-15)
	
	

	
	
	
	

	8.
	DESTRUCTION CONTROLS
	
	

	
	
	
	

	
	    a.  Are approved methods being utilized for the destruction of classified material?
	
	

	
	(AR 380-5, Chapter 3, Sect. 3-15)
	
	

	
	
	
	

	
	    b.  Are records of destruction (DA Form 3964) being utilized when destroying Top Secret and NATO Secret?
	
	

	
	(AR 380-5 Chapter 6, Sect. 6-29)
	
	

	
	
	
	

	
	    c.  Are destruction documents maintained for 

5 years?

(AR 380-5, Chapter 6, Sect. 6-29(c))
	
	

	
	
	
	

	
	    d.  Is classified waste being destroyed by an approved method?
	
	

	
	(AR 380-5, Chapter 3, Sect. 3-16)


	
	

	9.
	VIOLATIONS AND INFRACTIONS
	
	

	
	
	
	

	
	    a.  Are possible and actual security violations being reported immediately to the Security Manager and to HQ, TRADOC ODCSINT Security Office?

(AR 380-5, Chapter 10)
	
	

	
	
	
	

	
	    b.  Are preliminary inquiries conducted IAW policy and regulation?  Is a system in place to conduct preliminary inquiries?
	
	

	
	(AR 380-5, Chapter 10)
	
	

	
	
	
	

	
	    c.  Are completed preliminary inquiries maintained on file for two years?
	
	

	
	(AR 380-5, Chapter 10)
	
	

	
	
	
	

	10.
	SECURITY EDUCATION AND AWARENESS
	
	

	
	
	
	

	
	    a.  Are initial briefings being conducted before access is granted to classified?
	
	

	
	(AR 380-5, Chapter 9, Sect. 9-3)
	
	

	
	
	
	

	
	    b.  Are annual refresher briefings being conducted on personnel who are stationed for over a year?
	
	

	
	(AR 380-5, Chapter 9, Sect. 9-7)
	
	

	
	
	
	

	
	    c.  Are all personnel receiving the biennial SAEDA briefing?  
	
	

	
	(AR 380-5, Chapter 9, Sect 9-14(f) and AR 381-12)
	
	

	
	
	
	

	
	    d.  Are all personnel receiving the annual OPSEC briefing?
	
	

	
	(AR 530-1)
	
	

	
	
	
	

	
	    e.  Are debriefings being conducted?

(AR 380-5, Chapter 6, Sect. 6-5(b))
	
	

	
	
	
	

	
	    f.  Are records of briefings being maintained in the individual’s security file?
	
	

	
	(AR 380-5, Chapter 9, Sect. 9-16)
	
	

	
	
	
	

	
	    g.  Are individuals traveling abroad or PCSing abroad receiving a foreign travel and force protection brief?
	
	

	
	(AR 380-5, Chapter 9, Sect. 9-8(a, b))


	
	

	
	
	
	

	
	
	
	

	C.
	Foreign Disclosure, AR 380-10
	
	

	1.
	INFORMATION DISCLOSURE

    a.  Are copies of the following policy/regulations on hand:
	
	

	
	
	
	

	
	        (1)  National Disclosure Policy (NDP-1).
	
	

	
	        (2)  AR 380-10, Technology Transfer, Disclosure of Information and Contacts with Foreign Representatives, 30 Dec 94.
	
	

	
	
	
	

	
	        (3)  DOD Directive 5230.20, Visits and Assignments of Foreign Representatives, 24 Apr 92.
	
	

	
	
	
	

	
	        (4)  TRADOC Regulation 350-70, Training Development Management, Processes, and Products, 24 Sep 95.
	
	

	
	
	
	

	
	    b.  Has a Foreign Disclosure Officer (FDO) been designated in writing?  (AR 380-10, Para 1-7b)
	
	

	
	
	
	

	
	    c.  Have instructions been published that will ensure that: 
	
	

	
	
	
	

	
	        (1)  All Classified Military Information (CMI) and Controlled Unclassified Information (CUI) being considered for foreign disclosure are referred to the FDO for appropriate coordination?  (AR 380-10, Para 1-7c(1))
	
	

	
	
	
	

	
	        (2)  Personnel release no CMI or CUI to foreign representatives, other than those authorized?  

(AR 380-10, Para 1-7c(2)) 
	
	

	
	
	
	

	
	        (3)  Decisions to disclosure or deny CMI and denials of CUI are recorded in FORDTIS?  (AR 380-10, Para 1-7c(4))
	
	

	
	
	
	

	
	    d.  Does CMI and CUI being released meet the basic disclosure criteria?  (AR 380-10, Para 2-4)
	
	

	
	
	
	

	
	    e.  Do personnel know the difference between unclassified (public domain) information and CUI?  (AR 380-10, Para 1-19b(2)
	
	

	
	
	
	

	
	    f.  Are procedures established for processing foreign requests for information?  (AR 380-10, Chapter 4)
	
	

	
	
	
	

	
	    g.  When representatives of more than one foreign government are concurrently enrolled in the same course of instruction, and the course material contains CMI or CUI, is the specific CMI or CUI equally suitable to all participants?  (AR 380-10, Para 3-7b)


	
	

	
	    h.  Are training developers bringing new or revised course materials to the FDO for review?

(TRADOC Regulation 350-70)
	
	

	
	
	
	

	
	    i.  Are training developers maintaining an audit trail of source material?  (TRADOC Regulation 350-70) 
	
	

	
	
	
	

	
	    j.  Does the FDO have access to the Commander, either direct or indirect?
	
	

	
	
	
	

	
	    k.  Has the FDO attended the FDO Certification Course?  If so, when?  If not, when does he/she plan to attend?
	
	

	
	
	
	

	
	    l.  Are personnel knowledgeable of the FORDTIS reporting requirements? (AR 380-10, Para 4-10)
	
	

	
	
	
	

	2.
	FOREIGN CERTIFICATIONS

    a.  Does the primary U.S. Army Contact Officer brief newly assigned Allied Liaison Officers (ALO) and Exchange Integrated Officers (EIO) on the following:

(AR 380-10, Para 5-6)
	
	

	
	
	
	

	
	        (1)  Terms of certification?
	
	

	
	
	
	

	
	        (2)  Procedures for requesting information?
	
	

	
	
	
	

	
	        (3)  Procedures for visits/ travel?
	
	

	
	
	
	

	
	    b.  Are the Primary and Alternate Contact Officers selected for an ALO or EIO of equivalent or higher rank than the certified officer?    
	
	

	
	
	
	

	
	    c.  Are procedures in place for processing ALO or EIO requests for information?
	
	

	
	
	
	

	
	    d.  Does the primary Contact Officer receive and evaluate all the ALOs requests for information and coordinate with the agency or MACOM FDO, as necessary?  

(AR 380-10, Para 5-7b(4)


	
	

	
	    e.  All Classified Military Information (CMI) and Controlled Unclassified Information (CUI) being considered for foreign disclosure are referred to the FDO for appropriate coordination?  (AR 380-10, 

Para 1-7c(1)
	
	

	
	
	
	

	
	    f.  Do personnel understand the difference between an ALO and an EIO?  (AR 380-10, Paras 5-25 and 5-29) 
	
	

	
	
	
	

	
	    g.  Is the information accessible by a computer system determined releasable before allowing an EIO’s access?  (AR 380-10, Para 5-30k)
	
	

	
	    h.  Is a copy of the certified individual’s HQDA approved DDL provided to the local 902d MI Det?
	
	

	
	
	
	

	
	    i.  Are sponsors for ALO and EIO provided a disclosure briefing?
	
	

	
	
	
	

	
	    j.  Does the Contact Officer personally visit the ALO on a daily basis?  If not, how often?
	
	

	
	
	
	

	
	    k.  Has the FDO briefed the contact officer on his/her duties in relation to the assignment of a ALO or EIO? 
	
	

	
	
	
	

	
	    l.  Is the FDO the Contact Officer?
	
	

	
	
	
	

	
	    m.  Are the ALO and EIO activities at the hosting command consistent with the terms of certification?
	
	

	
	
	
	

	
	    n.  Are the ALOs activities at the hosting command to such an extent as to require his/her presence at the command on a daily basis?
	
	

	
	
	
	

	3.
	FOREIGN VISITS

    a.  Are visit requests received in a timely manner; is there adequate time to process?  (AR 380-10, Chap 5, Section II, Para 5-9)
	
	

	
	
	
	

	
	    b.  Are you having any problems in this area?
	
	

	
	
	
	

	
	    c.  Are procedures established to process all foreign visits?  (AR 380-10, Section II, Para 5-17)
	
	

	
	
	
	

	
	    d.  Are visits staffed to the security manager for action and appropriate disclosure determination?  (not in regulation)
	
	

	
	
	
	

	4.
	INDUSTRIAL SECURITY

    a.  Has the Security Office designated an individual responsible for Industrial Security?  (DOD 5220.22R, Para 1-108)
	
	

	
	
	
	

	
	    b.  Is a copy of the National Industrial Security Program Operating Manual (NISPOM) available? 
	
	

	
	
	
	

	
	    c.  Are procedures established regarding control/dissemination of classified information to U.S. contractors?  (DOD 5220.22R, Para 1-110)
	
	

	
	
	
	

	
	    d.  Are procedures established for report security compromises?  (DOD 5220.22R, Para 5-104)
	
	

	
	
	
	

	
	    e.  Have procedures been established to report adverse information concerning contractors?  (DOD 5220.22R, Para 2-320)  
	
	

	
	    f.  Have DD Form 254 (Contract Security Classification Specification) been prepared for all classified contracts?  (DOD 5220.22R, Para 7-102)
	
	

	
	
	
	

	
	    g.  Do the DD Forms 254 contain adequate security classification guidance?  (DOD 5220.22R, 

Appendix D)
	
	

	
	
	
	

	
	    h.  Are the DD Forms 254 reviewed at least biennially?  (DOD 5220.22R, Para 7-104a) 
	
	

	
	    i.  Have procedures been established regarding visits by contractors?  (DOD 5220.22R, Para 3-202)
	
	

	
	
	
	

	
	    j.  Are procedures established to obtain authority for security sponsorship for meetings, conferences, and symposia?  (DOD 5220.22R, Paras 1-400 thru 1-410)
	
	

	
	
	
	

	
	    k.  Are security personnel involved at earliest planning stage?  (DOD 5220.22R, Paras 1-400 thru 1-410)
	
	

	
	
	
	

	
	    l.  Are requests from contractors for information in support of a government contract coordinated with the Contracting Officer Representative (COR) prior to releasing the information?
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