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PART II - REFERENCES

A.  APPLICABLE TO ALL PERSONNEL WHO HAVE HAD ACCESS TO DEFENSE INFORMATION:

(1)  ESPIONAGE LAWS:

Section 793, Title 18, United States Code - Gathering, Transmitting, or Losing Defense Information

(a)  Whoever, for the purpose of obtaining information respecting the national defense with intent or reason to believe that the information is to be used to the injury of the United States, or to the advantage of any foreign nation, goes upon, enters, flies over, or otherwise obtains information concerning any vessel, aircraft, work of defense, navy yard, naval station, submarine base, fueling station fort, battery, torpedo station, dockyard, canal, railroad, arsenal, camp factory, mine, telegraph, telephone, wireless, or signal station, building, office, research laboratory or station or other place connected with the national defense owned or constructed, or in progress of construction, or in progress of construction by the United States or under the control of the United States, or of any of its officers, departments, or agencies, or within the exclusive jurisdiction of the United States, or any place in which any vessel, aircraft, arms, munitions, or other materials or instruments for use in time of war are being made, prepared, repaired, stored, or are the subject of research or development, under any contract or agreement with the United States, or any department or agency thereof, or with any person on behalf of the United States, or any prohibited place so designated by the President by proclamation in time of war or in case of national emergency in which anything for the use of the Army, Navy, or Air Force is being prepared or constructed or stored, information as to which prohibited place the President has determined would be prejudicial to the national defense; or

(b)  Whoever, for the purpose aforesaid, and with like intent or reason to believe, copies, takes, makes, or obtains, or attempts to copy, take, make, or obtain, any sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, document, writing, or note of anything connected with the national defense; or

(c)  Whoever, for the purpose aforesaid, receives or obtains or agrees or attempts to receive or obtain from any person, or from any source whatever, any document, wring, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, or note, of anything connected with the national defense, knowing or having reason to believe, at the time he receives or obtains, or agrees or attempts to receive or obtain it, that it has been or will be obtained, taken, make, or disposed of by any person contrary to the provisions of this chapter; or

(d)  Whoever, lawfully having possession of, access to, control over, or being entrusted with any document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, or note relating to the national defense, or information relating to the national defense, which information the possessor has reason to believe could be used to the injury of the United states or to the advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be communicated, delivered, or transmitted or attempts to communicate, deliver, transmit or cause to be communicated, delivered or transmitted the same to any person not entitled to receive it, or willfully retains the same and fails to deliver it on demand to the officer or employee of the United States entitled to receive it; or

(e)  Whoever having unauthorized possession of, access to, or control over any document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, or note relating to the national defense, or information relating to the national defense which information the possessor has reason to believe could be used to the injury of the United States or to the advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be communicated, delivered or transmitted or attempts to communicate, deliver, transmit or cause to be communicated, delivered or transmitted the same to any person not entitled to receive it, or willfully retains the same and fails to deliver it on demand to the officer or employee of the United States entitled to receive it; or

(f)  Whoever, being entrusted with or having lawful possession or control of any document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, or note relating to the national defense, (1) through gross negligence permits the same to be removed from its proper place of custody or delivered to anyone in violation of his trust, or to be lost, stolen, abstracted, or destroyed, or (2) having knowledge that the same has been illegally removed from its proper place of custody or delivered to anyone in violation of his trust, or lost, or stolen, abstracted, or destroyed, and fails to make prompt report of such loss, theft, abstraction, or destruction to his superior officer -

Shall be fined not more than $10,000 or imprisoned not more than ten years, or both.

(g)  If two or more persons conspire to violate any of the foregoing provisions of this section, and one or more of such person do any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be subject to the punishment provided for the offense which is the object of such conspiracy.

Section 794, Title 18, United States Code - Gathering or Delivering Defense Information to aid Foreign Government

(a)  Whoever, with intent or reason to believe that it is to be used to the injury of the United States or to the advantage of a foreign nation, communicates, delivers, or transmits, or attempts to communicate, deliver, or transmit, to any foreign government, or to any faction or party or military or naval force within a foreign country, whether recognized or unrecognized by the United States, or to any representative, officer, agent, employee, subject, or citizen thereof, either directly or indirectly, any document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, note, instrument, appliance, or information relating to the national defense, shall be punished by death or by imprisonment for any term of years or for life.

(b)  Whoever, in time of war, with intent that the same shall be communicated to the enemy, collects, records, publishes, or communicates, or attempts to elicit any information with respect to the movement, numbers, description, condition, or disposition of any of the Armed Forces, ships, aircraft, or war materials of the United States, or with respect to the plans or conduct, or supposed plans or conduct of any naval or military operations, or with respect to any works or measures undertaken for or connected with, or intended for the fortification or defense of any place, or any other information relating to the public defense, which might be useful to the enemy, shall be punished by death, or by imprisonment for any term of years or for life.

(c)  If two or more persons conspire to violate this section, and one or more of such persons do any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be subject to the punishment provided for the offense which is the object of such conspiracy.

Section 798, Title 18, United States Code - Disclosure of Classified Information

(a)  Whoever knowingly and willfully communicates, furnishes, transmits, or otherwise, makes available to an unauthorized person, or publishes, or uses in any manner prejudicial to the safety or interest of the United States or for the benefit of any foreign government to the detriment of the United States any classified information -

 (1)  concerning the nature, preparation, or use of any code, cipher, or cryptographic system of the United States or any foreign government; or

 (2)  concerning the design, construction, use, maintenance, or repair of any device, apparatus, or appliance used or prepared or planned for use by the United States or any foreign government for cryptographic or communication intelligence purposes; or

 (3)  concerning the communication intelligence activities of the United States or any foreign government; or


   (4)  obtained by the processes of communication intelligence from the communications of any foreign government, knowing the same to have been obtained by such processes - shall be fined not more than $10,000 or imprisoned not more than ten years, or both.

(b)  As used in subsection (a) of this section - the term "classified information" means information which, at the time of a violation of this section, is, for reasons of national security, specifically designated by a United States Government Agency for limited or restricted dissemination or distribution; The terms "code," "cipher," and "cryptographic system: include in their meanings, in addition to their usual meanings, any method of secret writing and any mechanical or electrical device or method used for the purpose of disguising or concealing the contents, significance, or meanings of communications; The term "foreign government" includes in its meaning any person or persons acting or purporting to act for or on behalf of any faction, party, department, agency, bureau, or military force of or within a foreign country, or for or on behalf of any government or any person or persons purporting to act as a government within a foreign country, whether or not such government is recognized by the United States; The term "communication intelligence" means all procedures and methods used in the interception of communications and the obtaining of information from such communications by other than the intended recipients; The term "unauthorized person" means any person who, or agency which, is not authorized to receive information of the categories set forth in subsection (a) of this section, by the President, or by the head of a department or agency of the United States Government which is expressly designated by the President to engage in communication intelligence activities for the United States.

(c)  Nothing in this section shall prohibit the furnishing, upon lawful demand, of information to any regularly constituted committee of the Senate or House of Representatives of the United States of America, or joint committee thereof.

(2)  INTERNAL SECURITY LAWS:

Section 783, Title 50, United States Code - Offenses.


(a)  Communication of classified information by Government officer or employee.


It shall be unlawful for any officer or employee of the United States or of any department or agency thereof, or of any corporation the stock of which is owned in whole or in major part by the United States or any department or agency thereof, to communicate in any manner or by any means, to any other person whom such officer or employee knows or has reason to believe to be an agent or representative of any foreign government, any information of a kind which shall have been classified by the President (or by the head of any such department, agency, or corporation with the approval of the President) as affecting the security of the United States, knowing or having reason to know that such information has been so classified, unless such officer or employee shall have been specifically authorized by the President, or by the head of the department, agency, or corporation by which this officer or employee is employed, to make such disclosure of such information.


(b)  Receipt of, or attempt to receive, by foreign agent or member of Communist organization, classified information.


It shall be unlawful for any agent or representative of any foreign government knowingly to obtain or receive, or attempt to obtain or receive, directly or indirectly, from any officer or employee of the United States or of any department or agency thereof or of any corporation the stock of which is owned in whole or in major part by the United States or any department or agency thereof, any information of a kind which shall have been classified by the President (or by the head of any such department, agency, or corporation with the approval of the President) as affecting the security of the United States, unless special authorization for such communication shall first have been obtained from the head of the department, agency, or corporation having custody of or control over such information.


(c)  Penalties for violation.


Any person who violates any provision of this section shall, upon conviction thereof, be punished by a fine of not more than $10,000, or imprisonment for not more than ten years, or by both such fine and such imprisonment, and shall, moreover, be thereafter ineligible to hold any office, or place of honor, profit, or trust created by the Constitution or laws of the United States.


(d)  Limitation period.

Any person may be prosecuted, tried, and punished for any violation of this section at any time within ten years after the commission of such offense, notwithstanding the provisions of any other statute of limitations:  Provided, that if at the time of the commission of the offense such person is an officer or employee of the United States or of any department or agency thereof, or of any corporation the stock of which is owned in whole or in major part by the United States or any department or agency thereof, such person may be prosecuted, tried, and punished for any violation of this section at any time within ten years after such person has ceased to be employed as such officer or employee.


(e)  Forfeiture of property.


       (1)  Any person convicted of a violation of this section shall forfeit to the United States irrespective of any provision of State law- 



    (A)  any property constituting, or derived from, any proceeds the person obtained, directly or indirectly, as the result of such violation; and



    (B)  any of the person's property used, or intended to be used, in any manner or part, to commit, or to facilitate the commission of, such violation.


       (2)  The court, in imposing sentence on a defendant for a conviction of a violation of this section, shall order that the defendant forfeit to the United States all property described in paragraph (1).


       (3)  Except as provided in paragraph (4), the provisions of subsections (b), (c), and (e) through (p) of section 853 of title 21 shall apply to -



    (A)  property subject to forfeiture under this subsection;



    (B)  any seizure or disposition of such property; and



    (C)  any administrative or judicial proceeding in relation to such property, if not inconsistent with this subsection.


       (4)  Notwithstanding section 524(c) of title 28, there shall be deposited in the Crime Victims Fund established under section 10601 of title 42 all amounts from the forfeiture of property under this subsection remaining after the payment of expenses for forfeiture and sale authorized by law.


       (5)  As used in this subsection, the term "State" means any State of the United States, the District of Columbia, the Commonwealth of Puerto Rico, the Trust Territory of the Pacific Islands, and any territory or possession of the United States.

(3)  DOD REGULATION 5200.1-R 

The Internet address for this regulation is:

http://www.dtic.mil/dodsi/refs.html
ARMY REGULATION 380-5

The Internet address for this regulation is:

http://www.fas.org/irp/doddir/army/ar380-5/index.html
B.  ADDITIONALLY APPLICABLE TO PERSONNEL WHO HAVE HAD ACCESS TO RESTRICTED DATA

(1)  ATOMIC ENERGY ACT OF 1954

Section 2014, Title 42, United States Code - Definitions 

The intent of Congress in the definitions as given in this section should be construed from the words or phrases used in the definitions. As used in this chapter: 

(a) The term "agency of the United States" means the executive branch of the United States, or any Government agency, or the legislative branch of the United States, or any agency, committee, commission, office, or other establishment in the legislative branch, or the judicial branch of the United States, or any office, agency, committee, commission, or other establishment in the judicial branch. 

(b) The term "agreement for cooperation" means any agreement with 

another nation or regional defense organization authorized or permitted by sections 2077, 2094, 2112, 2121(c), 2133, 2134, or 2164 of this title, and made pursuant to section 2153 of this title. 

(c) The term "atomic energy" means all forms of energy released in the course of nuclear fission or nuclear transformation. 

(d) The term "atomic weapon" means any device utilizing atomic energy, exclusive of the means for transporting or propelling the device (where such means is a separable and divisible part of the device), the principal purpose of which is for use as, or for development of, a weapon, a weapon prototype, or a weapon test device. 

(e) The term "byproduct material" means (1) any radioactive material (except special nuclear material) yielded in or made radioactive by exposure to the radiation incident to the process of producing or utilizing special nuclear material, and (2) the tailings or wastes produced by the extraction or concentration of uranium or thorium from any ore processed primarily for its source material content. 

(f) The term "Commission" means the Atomic Energy Commission. 

(g) The term "common defense and security" means the common defense and security of the United States. 

(h) The term "defense information" means any information in any category determined by any Government agency authorized to classify information, as being information respecting, relating to, or affecting the national defense. 

(i) The term "design" means (1) specifications, plans, drawings, blueprints, and other items of like nature; (2) the information contained therein; or (3) the research and development data pertinent to the information contained therein. 

(j) The term "extraordinary nuclear occurrence" means any event causing a discharge or dispersal of source, special nuclear, or byproduct material from its intended place of confinement in amounts offsite, or causing radiation levels offsite, which the Nuclear Regulatory Commission or the Secretary of Energy, as appropriate, determines to be substantial, and which the Nuclear Regulatory Commission or the Secretary of Energy, as appropriate, determines has resulted or will probably result in substantial damages to persons offsite or property offsite. Any determination by the Nuclear Regulatory Commission or the Secretary of Energy, as appropriate, that such an event has, or has not, occurred shall be final and conclusive, and no other official or any court shall have power or jurisdiction to review any such determination. The Nuclear Regulatory Commission or the Secretary of Energy, as appropriate, shall establish criteria in writing setting forth the basis upon which such determination shall be made. As used in this subsection, "offsite" means away from "the location" or "the contract location" as defined in the applicable Nuclear Regulatory Commission or the Secretary of Energy, as appropriate, indemnity agreement, entered into pursuant to section 2210 of this title. 

(k) The term "financial protection" means the ability to respond in damages for public liability and to meet the costs of investigating and defending claims and settling suits for such damages. 

(l) The term "Government agency" means any executive department, commission, independent establishment, corporation, wholly or partly owned by the United States of America which is an instrumentality of the United States, or any board, bureau, division, service, office, officer, authority, administration, or other establishment in the executive branch of the Government. 

(m) The term "indemnitor" means (1) any insurer with respect to his obligations under a policy of insurance furnished as proof of financial protection; (2) any licensee, contractor or other person who is obligated under any other form of financial protection, with respect to such obligations; and (3) the Nuclear Regulatory Commission or the Secretary of Energy, as appropriate, with respect to any obligation undertaken by it in indemnity agreement entered into pursuant to section 2210 of this title. 

(n) The term "international arrangement" means any international agreement hereafter approved by the Congress or any treaty during the time such agreement or treaty is in full force and effect, but does not include any agreement for cooperation. 

(o) The term "Energy Committees" means the Committee on Energy and Natural Resources of the Senate and the Committee on Energy and Commerce of the House of Representatives. 

(p) The term "licensed activity" means an activity licensed pursuant to this chapter and covered by the provisions of section 2210(a) of this title. 

(q) The term "nuclear incident" means any occurrence, including an extraordinary nuclear occurrence, within the United States causing, within or outside the United States, bodily injury, sickness, disease, or death, or loss of or damage to property, or loss of use of property, arising out of or resulting from the radioactive, toxic, explosive, or other hazardous properties of source, special nuclear, or byproduct material: Provided, however, That as the term is used in section 2210(l) of this title, it shall include any such occurrence outside the United States: And provided further, That as the term is used in section 2210(d) of this title, it shall include any such occurrence outside the United States if such occurrence involves source, special nuclear, or byproduct material owned by, and used by or under contract with, the United States: And provided further, That as the term is used in section 2210(c) of this title, it shall include any such occurrence outside both the United States and any other nation if such occurrence arises out of or results from the radioactive, toxic, explosive, or other hazardous properties of source, special nuclear, or byproduct material licensed pursuant to subchapters V, VI, VII, and IX of this division, which is used in connection with the operation of a licensed stationary production or utilization facility or which moves outside the territorial limits of the United States in transit from one person licensed by the Nuclear Regulatory Commission to another person licensed by the Nuclear Regulatory Commission. 

(r) The term "operator" means any individual who manipulates the controls of a utilization or production facility. 

(s) The term "person" means (1) any individual, corporation, partnership, firm, association, trust, estate, public or private institution, group, Government agency other than the Commission, any State or any political subdivision of, or any political entity within a State, any foreign government or nation or any political subdivision of any such government or nation, or other entity; and (2) any legal successor, representative, agent, or agency of the foregoing. 

(t) The term "person indemnified" means (1) with respect to a nuclear incident occurring within the United States or outside the United States as the term is used in section 2210(c) of this title, and with respect to any nuclear incident in connection with the design, development, construction, operation, repair, maintenance, or use of the nuclear ship Savannah, the person with whom an indemnity agreement is executed or who is required to maintain financial protection, and any other person who may be liable for public liability or (2) with respect to any other nuclear incident occurring outside the United States, the person with whom an indemnity agreement is executed and any other person who may be liable for public liability by reason of his activities under any contract with the Secretary of Energy or any project to which indemnification under the provisions of section 2210(d) of this title has been extended or under any subcontract, purchase order, or other agreement, of any tier, under any such contract or project. 

(u) The term "produce", when used in relation to special nuclear material, means (1) to manufacture, make, produce, or refine special nuclear material; (2) to separate special nuclear material from other substances in which such material may be contained; or (3) to make or to produce new special nuclear material. 

(v) The term "production facility" means (1) any equipment or device determined by rule of the Commission to be capable of the production of special nuclear material in such quantity as to be of significance to the common defense and security, or in such manner as to affect the health and safety of the public; or (2) any important component part especially designed for such equipment or device as determined by the Commission. Except with respect to the export of a uranium enrichment production facility or the construction and operation of a uranium enrichment production facility using Atomic Vapor Laser Isotope Separation technology, such term as used in subchapters IX and XV of this division shall not include any equipment or device (or important component part especially designed for such equipment or device) capable of separating the isotopes of uranium or enriching uranium in the isotope 235. 

(w) The term "public liability" means any legal liability arising out of or resulting from a nuclear incident or precautionary evacuation (including all reasonable additional costs incurred by a State, or a political subdivision of a State, in the course of responding to a nuclear incident or a precautionary evacuation), except: (i) claims under State or Federal workmen's compensation acts of employees of persons indemnified who are employed at the site of and in connection with the activity where the nuclear incident occurs; (ii) claims arising out of an act of war; and (iii) whenever used in subsections (a), (c), and (k) of section 2210 of this title, claims for loss of, or damage to, or loss of use of property which is located at the site of and used in connection with the licensed activity where the nuclear incident occurs. "Public liability" also includes damage to property of persons indemnified: Provided, That such property is covered under the terms of the financial protection required, except property which is located at the site of and used in connection with the activity where the nuclear incident occurs. 

(x) The term "research and development" means (1) theoretical analysis, exploration, or experimentation; or (2) the extension of investigative findings and theories of a scientific or technical nature into practical application for experimental and demonstration purposes, including the experimental production and testing of models, devices, equipment, materials, and processes. 

(y) The term "Restricted Data" means all data concerning (1) design, manufacture, or utilization of atomic weapons; (2) the production of special nuclear material; or (3) the use of special nuclear material in the production of energy, but shall not include data declassified or removed from the Restricted Data category pursuant to section 2162 of this title. 

(z) The term "source material" means (1) uranium, thorium, or any other material which is determined by the Commission pursuant to the provisions of section 2091 of this title to be source material; or (2) ores containing one or more of the foregoing materials, in such concentration as the Commission may by regulation determine from time to time. 

(aa) The term "special nuclear material" means (1) plutonium, uranium enriched in the isotope 233 or in the isotope 235, and any other material which the Commission, pursuant to the provisions of section 2071 of this title, determines to be special nuclear material, but does not include source material; or (2) any material artificially enriched by any of the foregoing, but does not include source material. 

(bb) The term "United States" when used in a geographical sense includes all territories and possessions of the United States, the Canal Zone and Puerto Rico. 

(cc) The term "utilization facility" means (1) any equipment or device, except an atomic weapon, determined by rule of the Commission to be capable of making use of special nuclear material in such quantity as to be of significance to the common defense and security, or in such manner as to affect the health and safety of the public, or peculiarly adapted for making use of atomic energy in such quantity as to be of significance to the common defense and security, or in such manner as to affect the health and safety of the public; or (2) any important component part especially designed for such equipment or device as determined by the Commission. 

(dd) The terms "high-level radioactive waste" and "spent nuclear fuel" have the meanings given such terms in section 10101 of this title. 

(ee) The term "transuranic waste" means material contaminated with elements that have an atomic number greater than 92, including neptunium, plutonium, americium, and curium, and that are in concentrations greater than 10 nanocuries per gram, or in such other concentrations as the Nuclear Regulatory Commission may prescribe to protect the public health and safety. 

(ff) The term "nuclear waste activities", as used in section 2210 of this title, means activities subject to an agreement of indemnification under subsection (d) of such section, that the Secretary of Energy is authorized to undertake, under this chapter or any other law, involving the storage, handling, transportation, treatment, or disposal of, or research and development on, spent nuclear fuel, high-level radioactive waste, or transuranic waste, including (but not limited to) activities authorized to be carried out under the Waste Isolation Pilot Project under section 213 of Public Law 96-164 (93 Stat. 1265). 

(gg) The term "precautionary evacuation" means an evacuation of the public within a specified area near a nuclear facility, or the transportation route in the case of an accident involving transportation of source material, special nuclear material, byproduct material, high-level radioactive waste, spent nuclear fuel, or transuranic waste to or from a production or utilization facility, if the evacuation is - 

(1) the result of any event that is not classified as a nuclear incident but that poses imminent danger of bodily injury or property damage from the radiological properties of source material, special nuclear material, byproduct material, high-level radioactive waste, spent nuclear fuel, or transuranic waste, and causes an evacuation; and 

(2) initiated by an official of a State or a political subdivision of a State, who is authorized by State law to initiate such an evacuation and who reasonably determined that such an evacuation was necessary to protect the public health and safety. 

(hh) The term "public liability action", as used in section 2210 of this title, means any suit asserting public liability. A public liability action shall be deemed to be an action arising under section 2210 of this title, and the substantive rules for decision in such action shall be derived from the law of the State in which the nuclear incident involved occurs, unless such law is inconsistent with the provisions of such section. (jj) (FOOTNOTE 1) Legal Costs. - As used in section 2210 of this title, the term "legal costs" means the costs incurred by a plaintiff or a defendant in initiating, prosecuting, investigating, settling, or defending claims or suits for damage arising under such section. 

(FOOTNOTE 1) So in original. No subsec. (ii) has been enacted

Section 2162, Title 42, United States Code - Classification and Declassification of Restricted Data

(a) Periodic determination 

The Commission shall from time to time determine the data, within the definition of Restricted Data, which can be published without undue risk to the common defense and security and shall thereupon cause such data to be declassified and removed from the category of Restricted Data. 

(b) Continuous review 

The Commission shall maintain a continuous review of Restricted Data and of any Classification Guides issued for the guidance of those in the atomic energy program with respect to the areas of Restricted Data which have been declassified in order to determine which information may be declassified and removed from the category of Restricted Data without undue risk to the common defense and security. 

(c) Joint determination on atomic weapons; Presidential determination on disagreement 

In the case of Restricted Data which the Commission and the Department of Defense jointly determine to relate primarily to the military utilization of atomic weapons, the determination that such data may be published without constituting an unreasonable risk to the common defense and security shall be made by the Commission and the Department of Defense jointly, and if the Commission and the Department of Defense do not agree, the determination shall be made by the President. 

(d) Removal from Restricted Data category 

The Commission shall remove from the Restricted Data category such data as the Commission and the Department of Defense jointly determine relates primarily to the military utilization of atomic weapons and which the Commission and Department of Defense jointly determine can be adequately safeguarded as defense information: Provided, however, That no such data so removed from the Restricted Data category shall be transmitted or otherwise made available to any nation or regional defense organization, while such data remains defense information, except pursuant to an agreement for cooperation entered into in accordance with subsection (b) or (d) of section 2164 of this title. 

(e) Joint determination on atomic energy programs 

The Commission shall remove from the Restricted Data category such information concerning the atomic energy programs of other nations as the Commission and the Director of Central Intelligence jointly determine to be necessary to carry out the provisions of section 403(d) (FOOTNOTE 1) of title 50 and can be adequately safeguarded as defense information. 

Section 2274, Title 42, United States Code - Communication of Restricted Data

Whoever, lawfully or unlawfully, having possession of, access to, control over, or being entrusted with any document, writing, sketch, photograph, plan, model, instrument, appliance, note, or information involving or incorporating Restricted Data - 

(a) communicates, transmits, or discloses the same to any individual or person, or attempts or conspires to do any of the foregoing, with intent to injure the United States or with intent to secure an advantage to any foreign nation, upon conviction thereof, shall be punished by imprisonment for life, or by imprisonment for any term of years or a fine of not more than $20,000 or both; 

(b) communicates, transmits, or discloses the same to any individual or person, or attempts or conspires to do any of the foregoing, with reason to believe such data will be utilized to injure the United States or to secure an advantage to any foreign nation, shall, upon conviction, be punished by a fine of not more than $10,000 or imprisonment for not more than ten years, or both. 

Section 2275, Title 42, United States Code - Receipt of Restricted Data

     Whoever, with intent to injure the United States or with intent to secure an advantage to any foreign nation, acquires, or attempts or conspires to acquire any document, writing, sketch, photograph, plan, model, instrument, appliance, note, or information involving or incorporating Restricted Data, shall upon conviction thereof, be punished by imprisonment for life, or by imprisonment for any term of years or a fine of not more than $20,000 or both. 

Section 2276, Title 42, United States Code - Tampering with Restricted Data

     Whoever, with intent to injure the United States or with intent to secure an advantage to any foreign nation, removes, conceals, tampers with, alters, mutilates, or destroys any document, writing, sketch, photograph, plan, model, instrument, appliance, or note involving or incorporating Restricted Data and used by any individual or person in connection with the production of special nuclear material, or research or development relating to atomic energy, conducted by the United States, or financed in whole or in part by Federal funds, or conducted with the aid of special nuclear material, shall be punished by imprisonment for life, or by imprisonment for any term of years or a fine of not more than $20,000 or both. 

Section 2277, Title 42, United States Code - Disclosure of Restricted Data

     Whoever, being or having been an employee or member of the Commission, a member of the Armed Forces, an employee of any agency of the United States, or being or having been a contractor of the Commission or of an agency of the United States, or being or having been an employee of a contractor of the Commission or of an agency of the United States, or being or having been a licensee of the Commission, or being or having been an employee of a licensee of the Commission, knowingly communicates, or whoever conspires to communicate or to receive, any Restricted Data, knowing or having reason to believe that such data is Restricted Data, to any person not authorized to receive Restricted Data pursuant to the provisions of this chapter or under rule or regulation of the Commission issued pursuant thereto, knowing or having reason to believe such person is not so authorized to receive Restricted Data shall, upon conviction thereof, be punishable by a fine of not more than $2,500. 
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