SECURITY DEBRIEFING

(SAMPLE)

     Personnel who have access to classified information must be advised of their continuing responsibility to safeguard the information they possess when they no longer have the need-to-know as a result of access downgrading, suspension or revocation of clearance, reassignment from special access programs, or separation from government service for any reason.  This is known as a security debriefing.

     This debriefing is provided to ensure you understand your responsibility and obligation to national security after your access to classified information has ended.  They are:

     a.  You were given access to classified information because of your assigned duties.  This is called "need-to-know."  The classified information was entrusted and officially charged to you.  Even though you no longer need the information, your responsibility to protect it continues.  You remain liable to ensure the information is not compromised in any way.

     b.  Release of classified information by you to any person, agency, or activity not authorized to receive it, whether intentionally or unintentionally, can cause damage to the security of our country and can result in you being prosecuted in a court of law.

     c.  If you are separating from military or civilian service, no other person or agency is authorized to receive the classified information you possessed.

     d.  Reading a news article or listening to a news broadcast which appears to contain classified information in no way authorizes you to confirm or deny the report.  The media frequently makes good guesses but such reports also contain incorrect information.

     e.  Unauthorized disclosure occurs more frequently than you realize.  Former government employees and service members have been prosecuted for presenting classified information while addressing clubs or discussing classified information while participating in social gatherings.  The constitutional right of freedom of speech in no way authorizes you to discuss classified or sensitive information.

     f.  If you are ever approached or have reason to believe you were being approached and an attempt was made by any person to solicit classified or sensitive information, report the attempt immediately to the nearest FBI or Military Intelligence office.

