(Insert Organization Name) Security Inbriefing

(SAMPLE)

Welcome to (insert organization name)!

This initial security briefing serves two purposes.  First, it will familiarize you with your security responsibilities at (insert organization name).  Second, it fulfills Army regulatory requirements prior to granting you access to classified information.  The proponent for this briefing is the (insert organization's security office name).  Once you have read the briefing, you will be asked to sign acknowledgment statements and a SF 312 (Classified Information Nondisclosure Agreement).

AR 380-67, Personnel Security Program.  Based on favorable results of appropriate personnel background investigations, personnel security clearances are granted to all personnel whose duties or mission requires them to process or handle classified information.  In order to have access to classified information, you must (1) possess the appropriate clearance level, (2) have a valid need-to-know, (3) execute a SF 312, (4) read and acknowledge an initial security briefing, and 

(5) have proper storage capability.  You are not entitled to knowledge of, possession of, or access to classified defense information solely by virtue of office, position, grade, rank, or security clearance.  

You should recognize and avoid any personal behavior that would result in rendering you ineligible for a security clearance.  You are also required to report immediately any unfavorable information concerning any government or contractor personnel to your Security Manager.  Examples are arrests, AWOL, financial problems, drug and/or alcohol problems, mental instability, sexual misconduct, subversive activities, or a tendency to disregard security regulations and procedures.  

If you possess a Top Secret clearance and your position/MOS requires retention at this level, you are required to complete an Electronic Personnel Security Questionnaire (EPSQ) three months prior to the 5-year anniversary of the investigation completion date.  For retention of a Secret clearance, you are required to complete an EPSQ three months prior to the 10-year anniversary of the investigation completion date.  You will be notified by your Security Manager to complete the EPSQ Periodic Reinvestigation documentation as needed.  If you will be retiring within one year, a clearance update is not required.

If you visit a government agency that requires verification of your security clearance, contact your Security Manager 10 working days prior to the visit, and provide the following information:  (1) name, (2) grade, (3) SSN, (4) date and place of birth, (5) full TDY address, (6) dates of visit, (7) reason for visit, and (8) agency's POC, phone number, and FAX number.  Your Security Manager will then complete and FAX your security clearance verification to the appropriate agency.

You are required to receive a debriefing upon ETS, retirement, termination of employment, administrative withdrawal of security clearance, revocation of security clearance, or contemplated absence from duty or employment for 60 days or more.  Prior to your departure, please contact your Security Manager for this briefing.

AR 380-5, Information Security Program.  Information requiring protection against unauthorized disclosure in the interest of national security shall be classified Top Secret, Secret, or Confidential. In order for information to be classified, it must fall within one or more of the categories of information listed in Executive Order (EO) 12958.  A copy of this EO is on file with your Security Manager.  

Original classification is the initial determination that information requires protection against unauthorized disclosure.  The Commanding General and the Chief of Staff, HQ TRADOC, are the only HQ TRADOC officials delegated Top Secret classification authority.  The Deputy Commanding Generals, TRADOC, are delegated Secret and Confidential original classification authority.  Any properly cleared DA employee may be a derivative classifier.  This means that you incorporate, paraphrase, restate, or generate in new form information that is already classified by a classified source document or a classification guide.  

Declassification is the authorized changing of information from classified to unclassified.  When information is classified, it must have a date or event upon which the information will be declassified.  Normally, information will remain classified no more than 10 years; however, there are exemptions.  A listing of these exemptions is maintained by your Security Manager.  Within HQ TRADOC, the Commanding General, the Deputy Commanding Generals, and the Chief of Staff are delegated the authority to declassify and downgrade classified information.

Marking is the normal means of identifying classified information.  Markings must be uniformly and conspicuously applied to documents to leave no doubt as to the classification level, reason, duration, and the authority or source.  Proper markings are required for both hard copy and electronic classified material.  Other markings may be required, depending on the nature of the information and the type of document you are working with.  Classified material must have the following markings: portion, document and page, transmittal, a “classification block,” and any additional warning notices, as required. 

Classified information that is not under the personal control and observation of an authorized person will be stored in a GSA-approved security container.  A SF 700 (Security Container Information) will be completed, and Part 1 will be posted on the inside of the locking drawer.  Parts 2 and 2a of the SF 700 will be marked with the highest classification of material stored in the container and will be maintained in a separate security container.  “Open/Closed” or “Open/Locked” signs must be used on each security container, and security container tops are to be kept free of all extraneous matter.  A SF 704 or 705 (Secret or Confidential Cover Sheet, respectively) must be attached to classified documents when such documents are not secured.  

Security container lock combinations shall be changed when:  (1)  placed in use, (2) whenever an individual knowing the combination no longer requires access or departs the unit, (3) when the combination has been subject to possible compromise, (4) at least annually, or (5) when taken out of service, reset to the standard 50-25-50 combination.

Before you give classified information to anyone, you must ensure the person has the proper level of clearance and has a need-to-know.  If you provide classified material to government contractors or other government agencies, a DA Form 3964 (Classified Document Accountability Record) must be completed and accompany the information.  Security determinations and measures must be made by your Security Manager prior to your office sponsoring a classified meeting.  

Offices that process or store classified information must establish a system of security checks at the close of each working day to ensure the area is secure.  Supervisors must appoint, in writing, two persons (one primary and one alternate) who will be responsible for conducting the daily inspection.  A SF 701 (Activity Security Checklist) should be used to record these checks.  A SF 702 (Security Container Check Sheet) should be used to record security checks on all containers and vaults used for the storage of classified material.  Both forms should also be used to reflect after-hours, weekend, and holiday activity.  Specific requirements must be met when you are required to transmit classified material.  Contact your Security Manager prior to transmission.  

A valid DD Form 2501 (Courier Authorization Card) shall be issued to you if you are required to handcarry classified material in and around your installation.  If you are handcarrying classified material outside your installation, courier orders shall be issued.  Prior to receiving the courier card/orders, a special briefing given by your Security Manager is required. 

Top Secret, NATO classified, and Continuous Administrative Accountability (CAA) material will not be reproduced without the consent of the originator or higher authority.  Contact your Security Manager prior to reproducing Secret and Confidential material.  Only certain copy machines within (insert organization name) are authorized to reproduce classified material.  A DA Form 3964, DD Form 844 (Requisition for Local Duplicating Service), or other substitute record shall be used to indicate reproduction approval.  A DA Form 4575-R (Copy Machine Production Log) shall be used for each authorized copy, and all copies will be maintained in the same manner as the original classified material.  During reproduction, ensure no unauthorized person enters the area, and after reproduction, ensure all classified material has been removed from the copy machine and its surrounding area.

Classified information will be destroyed using a Class I (crosscut) shredder.  The destruction of Top Secret, NATO Secret, and some limited categories of specially controlled Secret information require destruction records.  Classified material to include handwritten notes, carbon papers, typewriter ribbons, and working papers no longer needed will be destroyed as soon as possible.  Your Security Manager is responsible for developing plans for the protection, removal, or destruction of classified material in case of fire, natural disaster, civil disturbance, terrorist activities, or enemy action.  These plans will be filed as the first document inside the security container.

Compromise of classified information presents a threat to the national security.  Once a compromise is known to have occurred, the seriousness of damage to U.S. interests must be determined and appropriate measures taken to negate or minimize the adverse effect of such compromise.  If you have knowledge of the loss or possible compromise of classified information, you must immediately report such fact to your Security Manager.  If you discover classified information out of proper control, take custody of such information, safeguard it in an appropriate manner, and immediately notify your Security Manager.  Cases of espionage and deliberate unauthorized disclosure of classified information to the public shall be reported immediately to your Security Manager or local servicing Counterintelligence Office.  Willful disclosure of classified information is punishable under the UCMJ and/or Sections 793, 794, and 798, Title 18, USC, by imprisonment for not more than 10 years or a fine of not more than $10,000 or both and dishonorable discharge and total forfeiture.

AR 380-19, Information Systems Security.  Information Systems Security is the measures that are employed to protect Army automation and information from espionage, sabotage, theft, fraud, misappropriation, or misuse.  You are responsible for the equipment, media, and data processed while operating automation equipment.  Your responsibilities include:

(1) Properly securing all information and media for protection against unauthorized access, destruction, or damage; 

(2) Labeling diskettes and other media on the front and back to reflect the classification and sensitivity of information if 

classified and unclassified diskettes or other media are stored together; 

(3) Not making illegal copies of copyrighted software and installing on other computer systems.  If we do so, we as U.S. 

Government employees are stealing from the vendor.  Copyright infringement under U.S. Code Title 17 is punishable up to $25,000 in fines and 10 years in prison per illegal copy; 

(4) Making backup copies of data files and one backup copy of software applications for contingency purposes; 

(5) Establishing procedures to prevent an accidental erasure or malicious formatting of hard drives; 

(6) Labeling the Central Processing Unit (CPU) with a label identifying the highest level of information stored/processed.

(7) Not releasing any classified processing systems to uncleared maintenance personnel; 

(8) Storing classified media in a GSA-approved container; and 

(9) Ensuring all systems used have been accredited.

Any suspected or actual security incident must be reported to your Information Systems Security Officer (ISSO).  

AR 380-40, Communications Security.  Classified information shall not be discussed in telephone conversation except as authorized over approved secure communications circuits.  To assure awareness of the potential for COMSEC monitoring, a DD Form 2056 (Telephone Monitoring Notification Decal) will be affixed conspicuously to all nontactical, unsecured official DOD telephones.  A modified DD Form 2056 will be applied to all keyed Secure Telephone Unit (STU) III telephones.  The DD Form 2056 should be modified by removing the top line, “Do Not Discuss Classified Information.”  If your phone does not have this decal, please contact your Security Manager.  Classified telephone discussions will be accomplished using secure voice systems (STU III).  Unclassified but sensitive telephone conversations should also be discussed using STU III’s.  You should ensure classified conversations are not being conducted in the presence of uncleared personnel or those who do not have a need-to-know.  Secured FAX machines should be used when sending classified information via FAX.  If you are sending classified information via FAX, you are responsible for verifying the intended recipient/addressee has the appropriate security clearance and need-to-know.  A DD Form 3964 must be used when transmitting Top Secret or Secret material and sent back to you upon receipt.  Also, you must obtain consent from the originator prior to transmission for all Top Secret information.

AR 530-1, Operations Security.  AR 530-1 is the basic document prescribing policy, procedures, and responsibilities for planning and implementing Operations Security (OPSEC) within (insert organization name).  OPSEC is concerned with the protection of any information, classified or unclassified, which would be advantageous to an adversary.  OPSEC serves to strengthen the traditional security programs by identifying vulnerabilities or weaknesses in the protection afforded by these security programs.  OPSEC is a program aimed at safeguarding all DOD sensitive operations and activities, including defense contracts that might be susceptible to intelligence collection and exploitation, resulting in the compromise of current or future classified plans or projects.

AR 380-13, Acquisition and Storage of Information on Non-DOD Affiliated Persons and Organizations.  AR 380-13 implements DOD Directive 5200.27 and establishes policy and procedures governing the acquisition, reporting, processing, and storage of information on persons and organizations not affiliated with the Department of Defense.  This regulation was designed primarily to prevent the violations of domestic civil liberties by military intelligence and counterintelligence agencies and to restrict the activities of such agencies within the military establishment.  AR 380-13 is extremely broad in concern and applicability.  It is worded in such a way that virtually any inquiry or file on a non-affiliated person or organization can be constructed as a violation unless it falls within a few limited categories specifically exempted by the regulations.  Periodically, you should review your files for the presence of unneeded information concerning non-affiliated persons and organizations.  Any such material is, at best, controversial, and it may be a threat to the job of the retaining official.  You should dispose of these files as promptly as possible.  Unit personnel are required to read and familiarize themselves with AR 380-13 and comply with the provisions thereof.  Doubtful cases and other questions relating to 

AR 380-13 should be referred to your Security Manager.

AR 381-12, Subversion and Espionage Directed Against the U.S. Army (SAEDA).  As a U.S. Army soldier or DA civilian, you face two very real threats: terrorists and Foreign Intelligence Services (FIS) of other countries, including those “friendly” to the U.S. Government.  Terrorists use murder, kidnapping, and bombings to achieve their goals.  The FIS is more subtle, but the results of their activities may prove more dangerous than a terrorist’s bomb and has not diminished with the collapse of the Soviet Union.  The purpose of this briefing is to alert you to the threats of terrorism and FIS as well as the methods and reporting procedures should you suspect such activity.

The FIS approach potential targets in a variety of ways.  The most common approach may appear as a casual acquaintance who displays interest in you, your job, your family, your hobbies, etc.  As this friendship develops, the FIS agent may ask you to obtain unclassified or seemingly unimportant documents such as a telephone directory.  Additionally, if you have personal problems such as indebtedness, job dissatisfaction or sexual frustration, a FIS agent could utilize these to entrap you and blackmail you into providing intelligence that could harm our national security.  Be advised, though, these approaches can also be used by terrorist groups for the same purpose.

When traveling, you  must remain aware of your surroundings and avoid the following “traps” which would put you into a compromising position:

     - The use of sexual seduction or misconduct.

     - The lure of engaging in illegal activities.

     - Accepting letters, photographs, packages, or materials to be smuggled out of country.

     - Signing of petitions or documents without first consulting the U.S. Embassy in that country.

     - Letters written to friends/family members in foreign countries which could be misinterpreted.

- Photographing military facilities, soldiers, restricted areas, or anything that could be interpreted as

  military significance.

     - Befriended by tour guides.

     - Observance of unexplained wiring or changes to equipment or plugs.

All of the above could be used by terrorists or FIS agents to obtain information from you or utilized against you.  Now, we’ll discuss how to recognize a potential terrorist or terrorist activities.  Some of these are:

     - Unknown persons photographing military facilities.

     - Drivers or passengers in cars appearing to take unusual interest in military facilities.

     - Unattended packages, briefcases, etc., near military facilities.

     - Unknown individuals arriving at your home for unscheduled repairs.

Suspicious activities by your co-workers may be an indication that they are engaged in espionage.  Some common activities which should alert you include:

     - Attempts to obtain information when there is no “need-to-know” or excessive curiosity about what others are doing.

- Unauthorized removal, reproduction of classified information from work areas, or introduction of cameras, automation 

  equipment, and/or radios into secure working areas.

     - Repeated overtime or unusual work hours not required by the job.

     - Unexplained affluence.

DO NOT attempt to investigate any of the above incidents; however, DO remember as many of the details as possible.  You ARE REQUIRED to immediately report any incident or suspicious act to the nearest Counterintelligence Office.  If not readily available, report the incident to your Security Manager.  DO NOT discuss this incident with any other personnel.  Failure to report such incidents may subject you to disciplinary action under the UCMJ.
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