HQDA ODCSINT Message 010900Z April 1999.

Attached document has been prepared and sent as an electronic message through the Communications Centers to AIGs 7406, 7446, 7300;  DTG: 010900Z Apr 99.  It implements the SECDEF directive for personnel with SCI, TS or SAP access to orally attest to their responsibility to protect classified information.  The message was signed by the Asst. Secretary of the Army (Manpower and Reserve Affairs).  Request widest distribution of the message and timely implementation.  

Responsibility for the attestation policy has shifted from the POC listed on the message to Mr. Bert Haggett/DAMI-CH/703-601-1959.  Request inquiries on the policy be referred through MACOM channels.

-----------

PERSONAL ATTESTATION UPON THE GRANTING OF SECURITY ACCESS

REF A: MEMO SECDEF 5 FEB 99

REF B: MEMO OASD(C3I) 9 FEB 99

REF A ESTABLISHED THE REQUIREMENT FOR AN ORAL ATTESTATION BY INDIVIDUALS UPON BEING GRANTED SECURITY ACCESS, TO HEIGHTEN INDIVIDUAL AWARENESS REGARDING ASSOCIATED OBLIGATIONS AND RESPONSIBILITIES.  REF B ESTABLISHED PROCEDURES FOR IMPLEMENTATION OF REF A FOR INDIVIDUALS GRANTED TOP SECRET SECURITY CLEARANCE OR GRANTED ACCESS TO SPECIALLY-CONTROLLED OR COMPARTMENTED INFORMATION.

1.  AS REQUIRED BY REFS A AND B, EFFECTIVE IMMEDIATELY, INDIVIDUALS BEING GRANTED INITIAL TOP SECRET SECURITY CLEARANCE AND/OR INITIAL INDOCTRINATION INTO A SPECIAL ACCESS PROGRAM (SAP) OR TO SENSITIVE COMPARTMENTED INFORMATION (SCI), WILL ORALLY ATTEST TO UNDERSTANDING THEIR RESPONSIBILITY TO PROTECT CLASSIFIED NATIONAL SECURITY INFORMATION AS FOLLOWS: “I ACCEPT THE RESPONSIBILITIES ASSOCIATED WITH BEING GRANTED ACCESS TO CLASSIFIED NATIONAL SECURITY INFORMATION.  I AM AWARE OF MY OBLIGATION TO PROTECT CLASSIFIED NATIONAL SECURITY INFORMATION THROUGH PROPER SAFEGUARDING AND LIMITING ACCESS TO INDIVIDUALS WITH THE PROPER SECURITY CLEARANCE AND OFFICIAL NEED TO KNOW.  I FURTHER UNDERSTAND THAT, IN BEING GRANTED ACCESS TO CLASSIFIED INFORMATION, A SPECIAL CONFIDENCE AND TRUST HAS BEEN PLACED IN ME BY THE UNITED STATES GOVERNMENT.”  THIS ATTESTATION WILL BE ACCOMPLISHED SIMULTANEOUSLY WITH THE EXECUTION OF THE STANDARD FORM 312, CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT, AND/OR OTHER SCI/SAP INDOCTRINATION FORM, IN THE PRESENCE OF ONE WITNESS IN ADDITION TO THE INDIVIDUAL PRESIDING OVER THE ATTESTATION.

2.  INDIVIDUALS WITH AN EXISTING TOP SECRET SECURITY CLEARANCE AND/OR SAP/SCI ACCESS WILL ALSO ORALLY ATTEST TO THEIR RESPONSIBILITIES REGARDING CLASSIFIED NATIONAL SECURITY INFORMATION USING THE ATTESTATION STATEMENT PROVIDED ABOVE.  THIS ONE-TIME ATTESTATION EFFORT WILL BE ACCOMPLISHED SIMULTANEOUSLY WITH REQUIRED ANNUAL SECURITY REFRESHER TRAINING.  THE SECURITY OFFICIAL PROVIDING THE REFRESHER TRAINING MAY PRESIDE OVER THE ATTESTATION, WHICH WILL BE ADDITIONALLY WITNESSED.  COMMANDS WILL DOCUMENT THE COMPLETION OF THIS ONE-TIME ATTESTATION/SECURITY REFRESHER TRAINING.

3.  THEREAFTER, COMMANDS WILL EMPHASIZE THE PROVISIONS OF THE NONDISCLOSURE AGREEMENT AND THE RESPONSIBILITIES OF CLEARED INDIVIDUALS TO PROTECT CLASSIFIED NATIONAL SECURITY INFORMATION AS A STANDARD ELEMENT OF THE ANNUAL SECURITY REFRESHER TRAINING.

4.  COMMANDS WILL REVIEW COMPLIANCE WITH THIS SECURITY AWARENESS INITIATIVE DURING REGULAR SECURITY INSPECTION AND SELF-INSPECTION REGIMENS.  POC/ SCOTT BOEHM/GS-12/DAMI-CH/TEL: 703-601-1590/TEL: DSN: 329-1590//

