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CDRATEC ALEXANDRIA VA/SECURITY//CSTE-OP-TST//
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TEXT: UNCLAS

UNCLASS

REFERENCE:

A.  ASDC3I MEMO, DATED 13 JUL 00, SUBJ:  DOD PERSONNEL SECURITY 

MIGRATION PROGRAM-JOINT PERSONNEL ADJUDICATION SYSTEM (NOTAL)

B.  ODCSINT MESSAGE, 281307ZAUG00, SUBJ:  PERSONNEL SECURITY UPDATE 

MESSAGE 00-02 (JPAS)

1.  BACKGROUND:  THE ARMY, IN CONJUNCTION WITH DOD AND THE OTHER SERVICES, IS TESTING THE JOINT PERSONNEL ADJUDICATIONS SYSTEM (JPAS) BEGINNING 3RD QTR/FY01.  FIELDING WILL BEGIN UPON SUCCESSFUL COMPLETION OF THE TEST PHASE, HOPEFULLY BEGINNING SUMMER/FALL 2001.                                 

2.  JPAS CONSISTS OF TWO MAJOR SUB-SYSTEMS: THE JOINT ADJUDICATION MANAGEMENT SYSTEM (JAMS) AND THE JOINT CLEARANCE AND ACCESS VERIFICATION SYSTEM (JCAVS).  JAMS WILL ELECTRONICALLY LINK THE EIGHT CENTRAL ADJUDICATION FACILITIES (CAFS) TOGETHER TO ENHANCE INFORMATION SHARING AND RECIPROCITY OF SECURITY CLEARANCE ADJUDICATIONS.  JCAVS WILL LINK ALL DOD PERSONNEL SECURITY MANAGERS ELECTRONICALLY WITH EACH OTHER AND WITH THEIR SERVICE CAF.  JCAVS WILL PROVIDE SECURITY MANAGERS WITH INSTANTANEOUS ACCESS TO ELIGIBILITY INFORMATION AND WILL BE THE SINGLE CONDUIT FOR 

COMMUNICATION BETWEEN PERSONNEL SECURITY MANAGERS AND THE SUPPORTING 

CAF.  DA DCSINT MESSAGE, REF B, PROVIDES ADDITIONAL DETAIL ON THE JPAS PROGRAM, CAPABILITIES, AND USER EQUIPMENT REQUIREMENTS. THIS MESSAGE IS AVAILABLE ON THE CCF WEBPAGE (SEE PARA 4).  THIS MESSAGE PROVIDES CCF INTENT AND GUIDANCE FOR IMPLEMENTING THE JCAVS PORTION OF JPAS.

3.  CONCEPT OF THE OPERATION:  JCAVS WILL PROVIDE AN ELECTRONIC CONDUIT FOR ARMY SECURITY MANAGERS TO COMMUNICATE WITH EACH OTHER AND WITH CCF.  JCAVS WILL ULTIMATELY REPLACE THE SECURITY OFFICER INTERFACE (SOI) AND REDUCE THE NEED FOR SECURITY MANAGERS TO CALL THE CCF TELEPHONE TERMINAL FOR CUSTOMER SERVICE AND CLEARANCE STATUS CHECKS.  JCAVS USERS MAY REQUIRE ACCOUNTS AT MULTIPLE JCAVS LEVELS, DEPENDING ON ROLES AND RESPONSIBILITIES (FOR EXAMPLE LEVEL TWO AND LEVEL FOUR, LEVEL THREE AND LEVEL FIVE).  THE ARMY'S PERSONNEL SECURITY MANAGERS AT ALL LEVELS WILL REQUIRE INDIVIDUAL JCAVS ACCOUNTS TO ACCESS THE JCAVS SYSTEM.  CCF WILL MANAGE JCAVS ACCOUNTS FOR THOSE ORGANIZATIONS LISTED IN PARA 8B BELOW. THE LISTED ORGANIZATIONS WILL MANAGE ACCOUNTS FOR SUBORDINATE/SUPPORTED UNITS.  ACCOUNT MANAGEMENT RESPONSIBILITIES MAY BE DELEGATED ALONG CHAIN-OF-COMMAND LINES.  THE FOLLOWING PARAGRAPHS PROVIDE SPECIFIC INSTRUCTION FOR INITIATING JCAVS REGISTRATION THROUGHOUT THE ARMY.     

4.  INFORMATION ON THE WEB:  DETAILED INFORMATION ON JPAS CAN BE FOUND AT THE JPAS WEBSITE HTTP://162.24.112.4 AND THE CCF WEBSITE:  

HTTP://WWW-PERSCOM.ARMY.MIL/GENDOCS/CCFPAGE.HTM

5.  TESTING:  ARMY'S CENTRAL PERSONNEL SECURITY CLEARANCE FACILITY (CCF) AND THE FOLLOWING ORGANIZATIONS ARE PARTICIPATING IN THE ONGOING JPAS BETA TESTING:  US ARMY TRAINING AND DOCTRINE COMMAND (TRADOC), US ARMY FORCES COMMAND (FORSCOM), US ARMY INTELLIGENCE AND SECURITY COMMAND (INSCOM), US ARMY MEDICAL COMMAND (MEDCOM), AND THE ARMY WAR COLLEGE.    

6.  FIELDING:  JPAS IS A WEB-BASED APPLICATION, AND WILL REQUIRE USERS TO HAVE COMPUTERS WITH SPECIFIC MINIMUM CAPABILITIES AS DETAILED IN REF B, SPECIFICALLY: PENTIUM 133MHZ, 150 MB FREE DISK SPACE, 128 MB RAM, WINDOWS 95/WINDOWS NT 4.0 OR LATER, NETSCAPE 4.O OR LATER THAT SUPPORTS SECURE SOCKET LAYERS (SSL) PROTOCOL WITH 128-BIT ENCRYPTION SOFTWARE (STRONG ENCRYPTION) AND JAVA SCRIPT ENABLED, AND HAVE NIPRNET ACCESS.  JCAVS USERS WILL REQUIRE INDIVIDUAL ACCOUNTS AND PASSWORDS FOR ACCESS TO JCAVS.

7.  JCAVS LEVELS:  JCAVS HAS SEVEN LEVELS OF ACCESS:

LEVEL 1 - JPAS PROGRAM OFFICE, BOLLING AFB, WASH DC

LEVEL 2 - MACOM/ACTIVITY/HQ/AGENCY SSO (SCI SECURITY PERSONNEL AT UNIFIED COMMAND, DOD AGENCY, MILITARY DEPARTMENT OR MAJOR COMMAND/EQUIVALENT HEADQUARTERS.  SPAN OF CONTROL IS DETERMINED BY THE RESPONSIBLE ACCOUNT MANAGER OR DESIGNEE.  (READ AND WRITE ACCESS - ACCOUNT HOLDER REQUIRES SSBI) 

LEVEL 3 - BASE/POST/SHIP/ETC. SSO  (SCI SECURITY PERSONNEL AT ECHELONS SUBORDINATE TO LEVEL 2 AT A PARTICULAR GEOGRAPHIC LOCATION (INSTALLATION, BASE, POST, NAVAL VESSEL).  SPAN OF CONTROL IS DETERMINED BY THE RESPONSIBLE ACCOUNT MANAGER OR DESIGNEE.  (READ AND WRITE ACCESS - ACCOUNT HOLDER REQUIRES SSBI) 

LEVEL 4 - MACOM NON-SCI SECURITY MGR (COLLATERAL) (NON-SCI SECURITY PERSONNEL AT UNIFIED COMMAND, DOD AGENCY, MILITARY DEPARTMENT OR MAJOR COMMAND/EQUIVALENT HEADQUARTERS.  SPAN OF CONTROL IS DETERMINED BY THE RESPONSIBLE ACCOUNT MANAGER OR DESIGNEE.  (READ AND WRITE ACCESS - ACCOUNT HOLDER REQUIRES SSBI)  

LEVEL 5 - BASE/POST/SHIP/ETC., NON-SCI SECURITY MGR (COLLATERAL)  NON-SCI SECURITY PERSONNEL AT ECHELONS SUBORDINATE TO LEVEL 4 AT A PARTICULAR GEOGRAPHIC LOCATION (INSTALLATION, BASE, POST, NAVAL VESSEL).  SPAN OF CONTROL IS DETERMINED BY THE RESPONSIBLE ACCOUNT MANAGER OR DESIGNEE.  (READ AND WRITE ACCESS - ACCOUNT HOLDER REQUIRES SSBI)  

LEVEL 6 - UNIT SECURITY MANAGER: RESPONSIBLE FOR SECURITY FUNCTIONS AS DETERMINED BY THE RESPONSIBLE ACCOUNT MANAGER.  (READ - LIMITED WRITE ACCESS - ACCOUNT HOLDER REQUIRES NACLC/ANACI)                           

LEVEL 7 - ENTRY CONTROLLER/ENTRY CONTROL PERSONNEL.  INDIVIDUALS WHO 

GRANT ACCESS TO INSTALLATIONS, BUILDINGS, ETC.  VARIES ACCORDING TO 

ORGANIZATIONS.  (READ ACCESS - ACCOUNT HOLDER REQUIRES NACLC/ANACI)

8.  ACCOUNT MANAGEMENT:  

A.  CCF WILL BE THE ARMY ACCOUNT MANAGER FOR ARMY MACOMS, ARMY DIRECT 

REPORTING ACTIVITIES, ARMY ORGANIZATIONS NOT ALIGNED WITH MACOMS OR 

DIRECT REPORTING ACTIVITIES, AND THE SEPARATE STATE NATIONAL GUARD 

BUREAUS.

B.  FOLLOWING ARE THE JCAVS USERS INITIALLY IDENTIFIED TO BE MANAGED 

BY CCF:

(1) HQDA SECURITY OFFICE

(2) US ARMY INTELLIGENCE AND SECURITY COMMAND (INSCOM)

(3) US ARMY MILITARY DISTRICT OF WASHINGTON

(4) US ARMY CRIMINAL INVESTIGATION COMMAND

(5) US ARMY MATERIEL COMMAND (AMC)

(6) MILITARY TRAFFIC MANAGEMENT COMMAND (MTMC)

(7) US ARMY SPACE AND MISSILE DEFENSE COMMAND 

(8) US ARMY CORP OF ENGINEERS

(9) US ARMY TRAINING AND DOCTRINE COMMAND (TRADOC)

(10) US ARMY SPECIAL OPERATIONS COMMAND (USASOC)

(11) US ARMY FORCES COMMAND (FORSCOM)

(12) US ARMY CENTRAL COMMAND (USARCENT)

(13) US ARMY SOUTH (USARSO)

(14) US ARMY MEDICAL COMMAND (MEDCOM)

(15) US ARMY PACIFIC COMMAND

(16) EIGHTH US ARMY

(17) US ARMY EUROPE (USAREUR)

(18) US ARMY RECRUITING COMMAND (USAREC)

(19) US ARMY TOTAL ARMY PERSONNEL COMMAND (PERSCOM)

(20) US ARMY RESERVE COMMAND

(21) US MILITARY ACADEMY

(22) NATO ARMY ELEMENT

(23) 650TH MI GROUP

(24) US ARMY NATIONAL GUARD BUREAU

(25) VIRGIN ISLANDS NATIONAL GUARD

(26) DISTRICT OF COLUMBIA NATIONAL GUARD

(27) GUAM NATIONAL GUARD

(28) PUERTO RICO NATIONAL GUARD

(29) OCAR-ARPERCEN

(30-80) 50 STATE NATIONAL GUARD HQS

C.  THERE MAY BE ADDITIONAL SEPARATE OR SPECIAL ARMY ORGANIZATIONS 

THAT WILL REQUIRE CCF CENTRALIZED JCAVS ACCOUNT MANAGEMENT.  IF YOU 

ARE, OR KNOW OF, ADDITONAL ORGANIZATIONS THAT MAY REQUIRE INDIVIDUAL 

JCAVS ACCOUNT MANAGEMENT BY CCF PLEASE NOTIFY THE CCF IAW PARAGRAPH 

9 BELOW.

D.  ACCOUNT MANAGERS IDENTIFIED IN PARA 8B, ABOVE, WILL IN TURN MANAGE THE JCAVS ACCOUNTS FOR THEIR SUBORDINATE ORGANIZATIONS AND ASSIGN LEVELS OF ACCESS AS NEEDED TO MEET THE UNIT'S MISSION REQUIREMENTS.  FOR EXAMPLE, CCF WILL MAINTAIN JCAVS ACCOUNTS FOR FORSCOM, USASOC, AMC, TRADOC, ETC. THOSE ACCOUNT MANGERS WILL, IN TURN, ESTABLISH AND MANAGE THE ACCOUNTS FOR THEIR SUBORDINATE ORGANIZATIONS/INSTALLATIONS/UNITS.  A LEVEL 2 ACCOUNT MANAGER MAY DESIGNATE A SUBORDINDATE ORGANIZATION/INSTALLATION AS A LEVEL 2 ACCOUNT MANAGER OR LOWER.  AN ACCOUNT MANAGER MAY DESIGNATE 

SUBORDINATES ACCOUNT MANAGERS NO HIGHER THAN THEIR OWN LEVEL OF ACCESS, FOR EXAMPLE, A LEVEL 2 ACCOUNT MANAGER CAN ASSIGN A SUBORDINATE AS A LEVEL 2-7 ACCOUNT, BUT A LEVEL 4 ACCOUNT MANAGER MAY NOT APPOINT A SUBORDINATE AS A LEVEL 2 OR 3 ACCOUNT MANAGER/HOLDER.  WHEN A SECURITY MANAGER IS REGISTERED AS A JCAVS USER, HE/SHE WILL ACCESS JCAVS VIA THE WEB AND BE INSTRUCTED TO LOG IN, THEN IMMEDIATELY CHANGE ASSIGNED PASSWORD.  ACCOUNT MANAGERS AT THE NEXT HIGHER LEVEL WILL BE RESPONSIBLE FOR ACCOUNT MANAGEMENT OF SUBORIDNATES TO INCLUDE PASSWORD LOCK-OUT ASSISTANCE AND REGISTRATION CERTIFICATE CONTROL.  

E.  CCF WILL REGISTER JCAVS ACCOUNT MANAGERS FROM THE BETA TEST ORGANIZATIONS FIRST.  MACOM-LEVEL PERSONNEL SECURITY MANAGERS SHOULD 

CONTACT THE CCF ACCOUNT MANAGER TO REGISTER AND INFORM CCF WHEN THEIR 

ORGANIZATION WILL BE PREPARED TO INITIATE JCAVS.  THE GOAL IS TO HAVE ALL ARMY UNITS REGISTERED AND USING JCAVS AS THE SYSTEM OF RECORD FOR PERSONNEL SECURITY COMMUNICATIONS AND ACTIONS BY 01 APR 2002.  CCF WILL SEND DETAILED INSTRUCTIONS ON JCAVS ACCOUNT REGISTRATION TO ALL UNITS IDENTIFIED IN PARA 7.B. 

9.  TRAINING:  A JCAVS TRAINING CD IS AVAILABLE.  THE CD CAN BE REQUESTED BY 

E-MAIL JPASCD@HAI.COM.  INCLUDE THE REQUESTORS NAME, ORGANIZATION, COMPLETE MAILING ADDRESS, TELEPHONE, DSN AND FAX.  CURRENTLY, THE REQUEST IS LIMITED TO ONE CD PER REQUEST/SITE.  IF CD-CAPABLE COMPUTERS ARE NOT AVAILABLE, THE JPAS PROGRAM MANAGEMENT OFFICE (PMO) WILL PROVIDE HARD-COPY TRAINING DOCUMENTS. ADDITIONALLY, JPAS PMO WILL PROVIDE SOME CENTRALIZED JCAVS TRAINING AT VARIOIUS LOCATIONS THROUGHOUT DOD.  WHEN THE TRAINING PLAN IS FINALIZED THE INFORMATION WILL BE PUBLISHED VIA MESSAGE OR ON THE JPAS WEB PAGE.

10.  REQUEST COMMAND SUPPORT TO ENSURE WIDEST DISSEMINATION OF THIS 

MESSAGE.  CCF POCS:  CCF HAS ESTABLISHED A JCAVS HELP DESK TO ANSWER JCAVS FUNCTIONAL AND TECHNICAL QUESTIONS.  THE HELP DESK E-MAIL ADDRESS IS JCAVSHELP@CCF1.FTMEADE.ARMY.MIL CCF WILL PROVIDE A TELEPHONE NUMBER FOR TECHNICAL HELP AT A LATER DATE.  PLEASE DO NOT CALL THE CCF CUSTOMER SERVICE TELEPHONE TERMINAL WITH QUESTIONS REGARDING JPAS.  PLEASE DO NOT SEND SECURITY CLEARANCE STATUS INQUIRIES TO THE E-MAIL ADDRESS ABOVE, IT IS FOR JCAVS ACCOUNT ISSUES ONLY.

