P 260307Z OCT 99

FM HQDA ODCSINT WASHINGTON DC//DAMI-ZA//

RUERAIX/CDRTRADOC FT MONROE VA//ATIN//

SUBJECT:  INTERIM 1QTR FY00 PERSONNEL SECURITY INVESTIGATION (PSI) GUIDANCE  (U)

1. REFERENCES:

A. HQDA ODCSINT MSG, DTG 250839Z OCT 99, SUBJ: INTERIM BACKLOG FY00 PERSONNEL SECURITY INVESTIGATION (PSI) AND SECURITY CLEARANCE GUIDANCE  (U)

B.  HQDA VCSA MSG, DTG 091523Z SEP 99, SUBJ: ARMY PERSONNEL SECURITY REINVESTIGATIONS - 4QFY99 COMPLIANCE STATUS (U)

C.  HQDA ODCSINT MSG, DTG 090623Z JUL 99, SUBJ: ARMY PERSONNEL SECURITY CLEARANCE INVESTIGATIONS BACKLOG (U)

D.  DEPSECDEF MEMO, 9 JUN 99, SUBJ: PERSONNEL SECURITY CLEARANCE INVESTIGATIONS BACKLOG, NOTAL (U)

E.  DATA CALL CONDUCTED VIA HQDA DCSINT MEMO, 12 MAR 99, AND SUBSEQUENT TELEPHONIC VALIDATION WITH MACOMS, ET AL. (U)

2.    ACTIONS REQUIRED:

A. VALIDATE AND SUBMIT ALL INITIAL, RECURRING, AND BACKLOGGED REINVESTIGATIONS IN ACCORDANCE WITH PARAGRAPH 5 AND 6 GUIDELINES.

B. PER PARA 14 BELOW, BEGINNING OCT 99, PROVIDE A MONTHLY PSI REPORT TO DAMI-CH NLT THE FIFTH BUSINESS DAY OF THE FOLLOWING MONTH.  THE FIRST REPORT IS DUE 12 NOV 99.

3.    THIS MESSAGE PROVIDES 1QTR FY00 INTERIM GUIDANCE RELEVANT TO THE ARMY PERSONNEL SECURITY INVESTIGATION (PSI) PROGRAM.  INFORMATION CONTAINED IN THIS MESSAGE SUPPLEMENTS GUIDANCE IN REF A THRU E.  THIS INFORMATION IS APPLICABLE TO ALL ARMY ECHELONS, ORGANIZATIONS, AND ACTIVITIES.   ADDRESSEES SHOULD PROVIDE THIS INFORMATION TO ALL SUBORDINATE AND SUPPORTED ACTIVITIES TO ENSURE FURTHER DISSEMINATION IS MADE TO ALL INSTALLATIONS, FOA, SEPARATE COMMANDS AND OTHER ACTIVITIES RESPONSIBLE FOR IMPLEMENTATION OF THE ARMY'S PSI PROGRAM.  FOR PURPOSES OF THIS MESSAGE, THE FOLLOWING DEFINITIONS APPLY:  (A) INITIAL PSI - THE FIRST INVESTIGATION CONDUCTED TO QUALIFY AN INDIVIDUAL FOR A GIVEN LEVEL OF ACCESS; (B) RECURRING PSI – A REINVESTIGATION REQUIREMENT WHICH IS COMING DUE IAW THE NATIONAL TIMELINES FOR PSI CONDUCT; (C) BACKLOG PSI - THOSE REINVESTIGATIONS WHICH WERE DUE, BUT NOT SUBMITTED, DURING OR PRIOR TO FY99.

4.    AS ALL COMMANDS ARE AWARE, OSD (REF D) HAS DIRECTED THAT ALL DOD COMPONENTS WILL COMPLY WITH THE NATIONAL STANDARD FOR PERSONNEL SECURITY REINVESTIGATIONS BY 1 OCT 00.  THE NATIONAL STANDARD FOR REINVESTIGATIONS REQUIRES THAT INDIVIDUALS WITH ACCESS TO SCI, TOP SECRET, OR SPECIAL ACCESS PROGRAM INFORMATION BE REINVESTIGATED EVERY FIVE YEARS; CIVILIAN PERSONNEL ASSIGNED TO CRITICAL-SENSITIVE POSITIONS REGARDLESS OF CLASSIFIED ACCESS, BE REINVESTIGATED EVERY FIVE YEARS; PERSONNEL WITH ACCESS TO SECRET INFORMATION BE REINVESTIGATED EVERY TEN YEARS; PERSONNEL WITH ACCESS TO CONFIDENTIAL INFORMATION BE REINVESTIGATED EVERY FIFTEEN YEARS.

5.    CURRENT SITUATION: DUE TO A GREATER APPRECIATION OF SERVICES PSI ABILITY AND UNANTICIPATED FUNDING SHORTFALLS, DOD IS REVIEWING CURRENT REINVESTIGATION BACKLOG POLICY.  UNTIL NEW GUIDANCE IS RECEIVED, COMMANDS MUST ADHERE TO EXISTING REQUIREMENTS TO ELIMINATE THE DOD REINVESTIGATION BACKLOG BY THE END OF FY00. IAW THIS GUIDANCE, ARMY MUST UPDATE ALL PSI TO COMPLY WITH THE NATIONAL STANDARD (PARA 4 ABOVE) NLT 1 OCT 00 OR APPROPRIATELY DOWNGRADE/ADMINISTRATIVELY TERMINATE THE INDIVIDUAL'S ACCESS.  TO ACHIEVE THIS, ARMY MUST PROCESS THE MAXIMUM NUMBER OF BACKLOG REINVESTIGATIONS POSSIBLE WHILE CONTINUING TO SUBMIT ALL REQUIRED INITIAL AND RECURRING PSI REQUIREMENTS TO ENSURE THAT A NEW BACKLOG IS NOT CREATED. IT IS IMPERATIVE THAT WE REDUCE THE ORIGINAL BACKLOG TO THE MAXIMUM EXTENT POSSIBLE IN 1QTR FY00 WITHOUT ADDING NEW CASES TO THE BACKLOG.

6.  PRIORITY GUIDANCE FOR BACKLOGGED REINVESTIGATIONS: PRIORITY WILL BE GIVEN TO SCI, TOP SECRET, SAP, PRP, AND OTHER SENSITIVE COMMAND PRIORITIES WITH THE LAST PRIORITY BEING SECRET AND CONFIDENTIAL CLEARANCES.  COMMANDS WILL PRIORITIZE BACKLOG REINVESTIGATIONS BASED UPON SENSITIVITY OF ACCESS AND SUBMIT UTILIZING THE FOLLOWING GUIDANCE: REINVESTIGATIONS WILL ONLY BE SUBMITTED ON THOSE PERSONNEL WHO (A) REQUIRE ACCESS TO CLASSIFIED INFORMATION, (B) HAVE AN AOC OR MOS WHICH MANDATES RETENTION OF A SECURITY CLEARANCE, (C) REQUIRE A REINVESTIGATION IAW A CURRENT DOD OR DA POLICY, OR (D) ARE CIVILIAN PERSONNEL ASSIGNED TO A CRITICAL-SENSITIVE POSITION.  INDIVIDUALS NO LONGER REQUIRING ACCESS TO A GIVEN LEVEL OF CLASSIFIED INFORMATION WILL NOT BE SUBMITTED FOR A REINVESTIGATION AND WILL HAVE THEIR ACCESS ADMINISTRATIVELY DOWNGRADED OR TERMINATED, AS APPROPRIATE (SEE PARAGRAPH 8).  PSI'S INITIATED FOR ACCESSION OR EMPLOYMENT, ADP ACCESS, OR OTHER REASONS WILL NOT BE SUBMITTED FOR A SECURITY CLEARANCE UNLESS ACCESS TO CLASSIFIED INFORMATION IS REQUIRED OR THE AOC OR MOS MANDATES A SECURITY CLEARANCE.  SECURITY CLEARANCES WILL ONLY BE REQUESTED FOR INDIVIDUALS WHO REQUIRE ACCESS TO CLASSIFIED INFORMATION OR WHO HAVE AN AOC OR MOS WHICH REQUIRES RETENTION OF A SECURITY CLEARANCE.

7.  IT IS IMPERATIVE THAT COMMANDS SCRUB THEIR PSI AND SECURITY CLEARANCE REQUIREMENTS TO ENSURE THAT PSI SUBMISSIONS ARE MINIMIZED CONSISTENT WITH OPERATIONAL REQUIREMENTS.  COMMANDS SHOULD APPLY PRIORITY EFFORT TO ALL SSBI/SSBI-PR REQUIREMENTS AS THESE ARE THE MOST COSTLY INVESTIGATIONS.

8.  INDIVIDUALS WHO NO LONGER REQUIRE THE CLEARANCE LEVEL REFLECTED ON THEIR DA FORM 873 WILL HAVE THEIR CLEARANCE ADMINISTRATIVELY DOWNGRADED ONCE THE PSI IS OUTDATED.   THE ADMINISTRATIVE DOWNGRADE WILL BE RECORDED LOCALLY.  A NEW DA FORM 873 WILL NOT BE REQUESTED/ISSUED UNTIL THE NEXT REINVESTIGATION OR OTHER ACTION REQUIRING ADJUDICATIVE REVIEW AT CCF OCCURS.  THIS ADMINISTRATIVE ACTION IS NOT A NEGATIVE OR PUNITIVE ACTION AND INFERS NO ADVERSE REFLECTION ON THE INDIVIDUAL.

9.  OPM SUBMISSION GUIDANCE: BEGINNING 1 OCT 99, ALL, REPEAT ALL, PSI SUBMISSIONS FOR ARMY CIVILIAN PERSONNEL, WHO HAVE NOT RESIDED, WORKED OR ATTENDED SCHOOL OUTSIDE THE U.S. DURING THE INVESTIGATION PERIOD, WILL BE SUBMITTED TO THE U.S. OFFICE OF PERSONNEL MANAGEMENT (OPM).  A HARDCOPY OF THE FOLLOWING DOCUMENTS WILL BE SUBMITTED TO: U.S. OFFICE OF PERSONNEL MANAGEMENT, FEDERAL INVESTIGATIONS PROCESSING CENTER, PO BOX 618, 1137 BRANCHTON ROAD, BOYERS, PA  16018-0618:

A. PRINTED COPY OF ELECTRONIC PERSONNEL SECURITY QUESTIONAIRE (EPSQ) (REQUIRED FOR ALL SUBMISSIONS) OR OTHER VERSION OF THE SF 86, I.E.,

FORM FLOW, OPM PRINTED FORM WITH SIGNED RELEASES.  OPM CAN NOT ACCEPT ELECTRONICALLY TRANSMITTED EPSQ'S; ONLY PRINTED COPIES CAN BE SUBMITTED.   OTHER VERSIONS OF THE SF86 SHOULD ONLY BE USED IF IS NOT POSSIBLE TO USE THE EPSQ.

B. DD FORM 1879 (REQUIRED FOR ALL SUBMISSIONS REQUIRING CCF ADJUDICATION).

C. SF 87 [FINGERPRINT CARD] (REQUIRED FOR ALL INITIAL PSI, NOT REINVESTIGATIONS).

D. OPM INVESTIGATION DATA FORM PREVIOUSLY PROVIDED TO ALL MACOMS AND POSTED ON THE HQDA DCSINT HOMEPAGE: WWW.DAMI.ARMY.PENTAGON.MIL/OFFICES/DAMI_CH/DAMI_CH.HTML (REQUIRED FOR ALL SUBMISSIONS).  UPDATED FORM COMPLETION INSTRUCTIONS ARE BEING POSTED TO THE HOMEPAGE TO ADDRESS INITIAL INVESTIGATIONS.

10. OPM REQUIRES THAT ALL REINVESTIGATIONS MUST INCLUDE THE RESIDENCE, EDUCATION, AND EMPLOYMENT INFORMATION COVERING THE REINVESTIGATION PERIOD.  THIS INFORMATION MAY BE SUBMITTED ON THE SF86A, "CONTINUATION SHEET FOR QUESTIONNAIRES" OR IN THE REMARKS SECTION OF THE EPSQ.  WITH REGARD TO SECRET PERIODIC REINVESTIGATIONS (PR) AND CONFIDENTIAL PR'S, COMPLETE THE EPSQ AS FOLLOWS: SECRET PR'S: PROVIDE AT LEAST SEVEN YEARS BUT NOT MORE THAN 10 YEARS OF INFORMATION FOR RESIDENCE, EMPLOYMENT, EDUCATION.  CONFIDENTIAL PR'S: PROVIDE AT LEAST SEVEN YEARS, BUT NOT MORE THAN 15 YEARS OF INFORMATION FOR RESIDENCE, EMPLOYMENT, AND EDUCATION. AS OF 22 OCT 99, OPM WILL COVER THE MISSING RESIDENCE, EDUCATION, AND EMPLOYMENT INFORMATION FOR PENDING SSBI PR DURING CONDUCT OF THE SUBJECT INTERVIEW.  THIS WILL, HOWEVER, DELAY COMPLETION OF THE CASE UNTIL THE OTHER LEADS ARE RUN.  ALL FUTURE SSBI-PR'S SUBMITTED TO OPM MUST PROVIDE RESIDENCE, EDUCATION, AND EMPLOYMENT FROM THE DATE OF LAST PSI.

11. CRITICAL-SENSITIVE POSITIONS: REINVESTIGATIONS (SSBI-PR) SUBMITTED TO OPM ON CIVILIAN PERSONNEL WITHOUT ACCESS TO CLASSFIED INFORMATION WILL UTILIZE THE SF 85P.  REINVESTIGATIONS (SSBI-PR) SUBMITTED ON CIVILIANS WITH ACCESS TO CLASSIFIED WILL UTILIZE THE SF86.

12. DSS SUBMISSION GUIDANCE: INVESTIGATIONS FOR ALL MILITARY PERSONNEL AND THOSE CIVILIANS WHO HAVE RESIDED, WORKED, OR ATTENDED SCHOOL OUTSIDE THE U.S. DURING THE INVESTIGATION PERIOD WILL BE SUBMITTED TO THE DEFENSE SECURITY SERVICE (DSS) USING EPSQ (ELECTRONIC TRANSMISSION OR MAILED DISK).

13.  ALL NACLC SUBMITTED TO DSS MUST PROVIDE DATA COVERING THE PAST SEVEN YEARS OF RESIDENCES, EMPLOYMENT AND EDUCATION.  THIS IS REQUIRED TO FACILITATE CONDUCT OF THE CREDIT CHECKS REQUIRED BY THE NATIONAL INVESTIGATIVE STANDARDS.  IF EPSQ WILL NOT ACCOMMODATE THE EXTRA TWO YEARS OF DATA IN THE APPROPRIATE SECTIONS, USE THE "REMARKS" SECTION TO RECORD THE INFORMATION.  USERS OF EPSQ TAKE NOTE: EPSQ WILL VAIDATE WITH ONLY FIVE YEARS OF DATA IN THESE FIELDS.  INDEPENDENT VALIDATION REQUIRED TO PRECLUDE PSI REJECTION.

14. MONTHLY PSI TRACKING REPORT: FOR BUDGETARY PROGRAMMING PURPOSES, HQDA REQUIRES DETAILED INFORMATION ON YOUR PSI WORKLOAD.  TO DO THIS, WE NEED TO TRACK PSI EXPENDITURES BY REQUIRING ALL COMMANDS TO SUBMIT A MONTHLY REPORT TO DAMI-CH.  THIS DATA WILL ALSO BE USED TO VALIDATE PSI BILLS. TO FACILITATE THIS REQUIREMENT, MACOMS AND DIRECT REPORTING ACTIVITIES WILL CONTINUE TO SUBMIT PSI REPORTS TO DAMI-CH, ODCSINT.  BEGINNING OCT 99, FORMAL RESPONSES (MEMO OR MESSAGE) WILL BE SUBMITTED TO DAMI-CH.  MACOMS, DIRECT REPORTING ACTIVITIES, CINC STAFFS, AND DEFENSE AGENCIES WILL CONSOLIDATE AND COMPILE REPORTS FROM THEIR SUBORDINATE SUPPORTED COMMANDS AND PROVIDE TO DAMI-CH (KRAMAMA@HQDA.ARMY.MIL;  STOUTDR@HQDA.ARMY.MIL; ERIC.COOK@HQDA.ARMY.MIL OR FAXED TO COM 703-601-0730/DSN 329-0730).  REPORTS WILL BE SUBMITTED TO DAMI-CH NLT THE FIFTH BUSINESS DAY OF THE FOLLOWING MONTH.  THE FIRST MONTHLY REPORT FOR FY00, AND ONLY THE FIRST MONTHLY REPORT, IS DUE NLT 12 NOV 99.  THE FIRST REPORT WILL COVER ALL PSI'S SUBMITTED TO DSS OR OPM SINCE 1 OCT 99.  THE REPORT CONTENT IS PROVIDED BELOW: SECTION ONE -INDIVIDUAL PSI SUBMISSIONS- CONSISTS OF ITEMS "A" THROUGH "F"; SECTION TWO -CONSOLIDATED COMMAND INFORMATION- CONSISTS OF ITEMS "G" AND "H".

A. UIC OF SUBMITTING OFFICE

B. DATE SUBMITTED (MONTH/YEAR)

C. SSN AND LAST NAME OF PSI SUBJECT

D. CATEGORY OF PSI SUBJECT (ACTIVE, GUARD, RESERVE, DOD CIVILIAN, NON-NISP CONTRACTOR)

E. INVESTIGATION TYPE (ENTNAC, NAC, NAC-T, NACLC, NACLC-PR, SSBI, SSBI-PR, SII)

F. AGENCY INVESTIGATION SUBMITTED TO (DSS OR OPM)

G. TOTAL NUMBER BACKLOGGED PR INITIATED BY TYPE (SCI, TS, SECRET, CONFIDENTIAL, CRITICAL SENSITIVE)

H. NUMBER OF "BACKLOG" CLEARANCE REINVESTIGATIONS DOWNGRADED OR ADMINISTRATIVELY TERMINIATED, BY TYPE

15. DSS SURVEY: PER OSD DIRECTION, DSS IS EVALUATING METHODOLOGIES FOR PRIORITIZING REINVESTIGATIONS AND COMMANDS MAY RECEIVE A MAILING FROM DSS REQUESTING THAT DATA/PSI BE SUBMITTED ON PERSONNEL RANDOMLY SELECTED THROUGH THE DOD DATABASE.  COMMANDS ARE ENCOURAGED TO BE RESPONSIVE TO DSS.

16.   FINGERPRINT CARDS: DSS IS HAVING PROBLEMS WITH MANY FINGERPRINT CARDS COMING IN FROM THE FIELD WITH INCOMPLETE PERSONAL DATA.  THIS CAUSES SIGNIFICANT DELAYS IN PROCESSING AND COMPLETING INVESTIGATIONS FOR SECURITY CLEARANCES.  SECURITY MANAGERS MUST ENSURE THAT THE PERSONAL INFORMATION IS COMPLETE AND ACCURATE ON FINGERPRIENT CARDS.  ALSO, ATTACH A COPY OF THE INDIVIDUAL'S DD FORM 1879 TO THE FINGERPRINT CARD SO THAT DSS CAN BETTER MARRY UP THE HARD COPY CARD WITH THE EPSQ AND THE SPECIFIC CASE ANALYST.  THESE TWO ACTIONS SHOULD SIGNIFICANTLY REDUCE THE NUMBER OF REJECTED OR MISFILED FINGERPRINT CARDS AT DSS.

17.  THE DD FORM 1879 HAS BEEN RENEWED UNTIL 31 AUG 2002, WITH ONLY MINOR CHANGES TO THE INSTRUCTIONS, I.E., DIS TO DSS AND AN ADDRESS CHANGE.  IF YOU ARE USING THE CURRENT STOCK THAT SHOWS A 30 SEP 98 EXPIRATION DATE, YOU MAY "LINE THROUGH OR WHITE-OUT" THE EXPIRATION DATE AND CONTINUE TO USE EXISTING STOCK UNTIL IT IS EXHAUSTED.  IF YOU PRINT STOCK, YOU SHOULD PRINT NO MORE THAN YOU ESTIMATE WILL BE USED PRIOR TO THE EXPIRATION DATE ON THE AUG 99 EDITION OF THE FORM.  THIS FORM IS ALSO AVAILABLE ON THE  ELECTRONIC FORMS REPOSITORY AND THE WORLD WIDE WEB AT DEFENSELINK, PUBLICATION (HTTP://WWW.DEFENSELINK.MIL/PUBS/).

18.  CINC STAFFS, DEFENSE AGENCIES, AND OTHER NON-ARMY ORGANIZATIONS TO WHICH ARMY PERSONNEL ARE ASSIGNED ARE REQUESTED TO COMPLY WITH THE ABOVE GUIDANCE. IF THESE REQUIREMENTS CANNOT BE MET, PLEASE NOTIFY THIS OFFICE IMMEDIATELY.  ARMY ORGANIZATIONMS RECEIVING THIS GUIDANCE VIA AIG DISTRIBUTION SHOULD COORDINATE WITH THEIR HIGHER HEADQUARTERS/MACOM PERSONNEL SECURITY PROPONENT FOR ADDITIONAL COMMAND GUIDANCE WHICH MAY BE APPLICABLE.

19.  REQUEST YOUR FULL SUPPORT AND COMMITMENT TO THIS EFFORT.  HQDA ODCSINT POC IS MR. DON STOUT DSN 329-1596, COM 703-601-1596; MR. ERIC COOK DSN 329-1597, COM 703-601-1597; OR DR. MARK KRAMAR, DSN 329-1550, COM 703-601-1550; UNCLASSIFIED FAX: 703-601-0730, DSN: 329-0730.
