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UNCLAS

SUBJECT:  PERSONNEL SECURITY UPDATE MESSAGE 00-02 (JPAS)

REF:  ASD C3I MEMORANDUM, DATED 13 JUL 00, SUBJECT: DOD PERSONNEL SECURITY MIGRATION PROGRAM-JPAS (NOTAL)

1. THIS MESSAGE PROVIDES INFORMATION REGARDING THE DEPARTMENT OF DEFENSE (DOD) MIGRATION TO THE JOINT PERSONNEL ADJUDICATION SYSTEM (JPAS).  JPAS IS THE DOD PERSONNEL SECURITY SYSTEM WHICH WILL PROVIDE A COMMON AUTOMATED MANAGEMENT AND ADMINISTRATIVE TOOL FOR THE DOD CENTRAL ADJUDICATION FACILITIES (CAF) AND ELECTRONIC CONNECTIVITY BETWEEN THE ADJUDICATION FACILITIES AND UNIT SECURITY MANAGERS. JPAS WILL BE HOSTED ON THE DOD UNCLASSIFED BUT SENSITIVE INTERNET PROTOCOL ROUTER NETWORK (NIPRNET) AND UTILZES A CENTRALIZED DATABASE WITH CENTRALIZED COMPUTER PROCESSING.  THIS UNCLASSIFIED SYSTEM WILL BE PROTECTED BY FIREWALLS/ENCRYPTION.  JPAS WILL ASSIST THE USERS IN THEIR ABILITY TO OBTAIN REAL-TIME, UP-TO-DATE, AND ACCURATE CLEARANCE AND ACCESS INFORMATION ON CLEARED DOD PERSONNEL, AS WELL AS, AUTOMATE UNIT LEVEL PERSONNEL SECURITY MANAGEMENT.  JPAS WILL BE THE SINGLE, AUTHORITATIVE DOD SOURCE OF CLEARANCE AND ACCESS INFORMATION UPON WHICH DOD USERS WILL BE ABLE TO GRANT IMMEDIATE ACCESS TO CLASSIFIED INFORMATION.  JPAS INTERFACES WITH OTHER ORGANIZATION DATABASES, SUCH AS THE DEFENSE SECURITY SERVICE (DSS), DEFENSE MANPOWER DATA CENTER (DMDC), DEFENSE CIVILIAN PERSONNEL DATA SYSTEM, OFFICE OF PERSONNEL MANAGEMENT (OPM), AND AIR FORCE PERSONNEL CENTER.  NAVY AND ARMY MILITARY PERSONNEL SYSTEMS WILL INTERFACE WITH JPAS THROUGH THE DEFENSE ELIGIBILITY AND ENROLLMENT SYSTEM (DEERS).  JPAS WILL ELIMINATE MULTIPLE, STOVEPIPED CLEARANCE MANAGEMENT SYSTEMS, CREATE A VIRTUAL CONSOLIDATION OF THE DOD CENTRAL ADJUDICATION FACILITIES AND IS ESTIMATED TO REACH MORE THAN 30,000 SECURITY MANAGERS THROUGHOUT THE DOD COMPONENTS AND INDUSTRY.  AT A MINIMUM, ALL PERSONNEL SECURITY OFFICES SHOULD HAVE JPAS CONNECTIVITY.

2. JPAS WILL PROVIDE SECURITY MANAGERS WITH A COMMON DATABASE THAT PROVIDES PERSONNEL SECURITY MANAGEMENT AND OTHER PERSONNEL SECURITY DATA FIELDS. JPAS WILL ELIMINATE THE DA 5247-R, 5248-R, GREEN MAILERS AND THE DA 873.  SECURITY MANAGERS AND ARMY CENTRAL CLEARANCE FACILITY (CCF) WILL BE ABLE TO COMMUNICATE ELECTRONICALLY.  IN A FUTURE RELEASE, JPAS WILL PROVIDE A MEANS OF RECORDING AND MAINTAINING SUCH THINGS AS FOREIGN TRAVEL, SECURITY BRIEFINGS AND THE ATTESTATION BRIEFINGS.  JPAS WILL ALSO PROVIDE COMMANDS, AT THE LOWEST ECHELONS, CRITICAL PERSONNEL SECURITY DATA TO MEET THEIR RECURRING REQUIREMENTS, AS FOLLOWS:

A. CURRENT CLEARANCE AND ACCESS LEVEL OF DOD PERSONNEL, INCLUDING CONTRACTORS.

B. TRUE/ACCURATE SIZE OF THE PERIODIC REINVESTIGATION (PR) BACKLOG BASED ON THE INDIVIDUALS ACCESS REQUIREMENT AND THE DATE/TYPE OF AN INDIVIDUAL'S LATEST INVESTIGATION.

C. COMPREHENSIVE AND TIMELY SECURITY DATA REQUIRED TO HELP PRIORITIZE THE SUBMISSION OF PERIODIC REINVESTIGATIONS.

D.  RELEVANT SECURITY DATA ON PERSONNEL WITH ACCESS TO DOD CRITICAL INFORMATION TECHNOLOGY SYSTEMS.

E. JPAS WILL ALSO PLAY A SIGNIFICANT ROLE IN ACHIEVING RESOLUTION OF A VARIETY OF OTHER PERSONNEL SECURITY ISSUES INVOLVING CLEARANCE/ACCESS RECIPROCITY, DUPLICATION AND ACCURACY OF CLEARANCE DATA.

3. AN INDEPENDENT CLASSIFIED COUNTERPART TO JPAS IS ALSO UNDER DEVELOPMENT CALLED THE INTELLIGENCE COMMUNITY SECURITY CLEARANCE REPOSITORY (IC SCR), PROJECT NAME: SCATTERED CASTLES (U).  THE IC SCR WILL CONTAIN SIMILAR DATA FIELDS AS JPAS, BUT IS DESIGNED TO PROVIDE A COMMON, TRUSTED REPOSITORY OF INDIVIDUAL CLEARANCES, EASILY ACCESSIBLE TO A CONTROLLED SET OF SECURITY OFFICES, I.E. SSO.  IT WILL BECOME THE STANDARD DATABASE FOR RECORDING SCI ACCESSES AND OTHER CLASSIFIED CLEARANCE/ACCESS RECORDS.  THE IC SCR WILL BE HOSTED ON THE JOINT WORLDWIDE INTELLIGENCE COMMUNITY SYSTEM (JWICS).  ARMY SSO'S WILL BE PROVIDED ADDITIONAL INFORMATION AS DEVELOPMENT OF THIS SYSTEM PROGRESSES.

4. SUPPORTING APPLICATIONS: JPAS IS COMPRISED OF TWO INTERDEPENDENT SUBSYSTEMS THAT SHARE A CENTRAL DATABASE: THE JOINT ADJUDICATION MANAGEMENT SYSTEM (JAMS) AND THE JOINT CLEARANCE AND ACCESS VERIFICATION SYSTEM (JCAVS).

A. JAMS IS A CASE MANAGEMENT FUNCTION FOR USE BY THE DOD CAFS.  IT IS A SYSTEM DESIGNED FOR THE ADJUDICATIVE COMMUNITY BY ADJUDICATORS. THE JAMS SUBSYSTEM PROVIDES THE CAFS A SINGLE INTEGRATED INFORMATION SYSTEM TO ASSIST THE ADJUDICATION PROCESS THROUGH VIRTUAL CONSOLIDATION AND IMPROVE DISSEMINATION OF TIMELY AND ACCURATE PERSONNEL SECURITY INFORMATION.  JAMS PERMITS DOD CAFS TO RECORD ADJUDICATION RESULTS; RECORD SECURITY ELIGIBILITY DETERMINATIONS; RECORD THE STATUS OF DUE PROCESS ACTIONS; STORE CERTAIN SPECIAL AND ADVERSE SECURITY INFORMATION; ACCOMPLISH STATISTICAL REPORTING; AND ACCOMPLISH OTHER PERSONNEL SECURITY MANAGEMENT FUNCTIONS.  JAMS WILL LINK CCF TO JCAVS USERS AND ALLOW FOR TIMELY COMMUNICATION.  ULTIMATELY, IT SHOULD REDUCE THE DELAY ASSOCIATED WITH MAILED CORRESPONDENCE.

B.  JCAVS IS A SUBSYSTEM DESIGNED FOR USE BY ALL DOD SECURITY MANAGERS, ENTRY CONTROL PERSONNEL, KEY PERSONNEL ORGANIZATIONS, AND OTHER ENTITIES AS APPROVED BY THE JPAS EXECUTIVE STEERING COMMITTEE/CONFIGURATION MANAGEMENT BOARD. IT PROVIDES DOD SECURITY PERSONNEL THE ABILITY TO UPDATE OTHER JCAVS USERS WITH PERTINENT SECURITY CLEARANCE AND ACCESS INFORMATION IN ORDER TO ENSURE CLEARANCE RECIPROCITY THROUGHOUT DOD.  FROM A PERSONNEL SECURITY MANAGEMENT STANDPOINT, JCAVS WILL ALLOW SECURITY MANAGERS THE ABILITY TO SEE WHEN A DSS INVESTIGATION WAS OPENED AND CLOSED ON THE SUBJECT.  ONCE AN ADJUDICATION DETERMINATION IS COMPLETE, THE ADJUDICATOR WILL ENTER THE INDIVIDUAL'S ELIGIBILITY IN JCAVS, WHICH WILL GENERATE AN ELECTRONIC NOTIFICATION TO SECURITY MANAGERS.  NO LONGER WILL THE SECURITY MANAGERS HAVE TO WAIT FOR A WRITTEN ELIGIBILITY CONFIRMATION (DA FORM 873) SINCE JPAS WILL BE DOD'S OFFICIAL SYSTEM OF RECORD.  JCAVS USERS WILL BE ABLE TO REPORT DEROGATORY INFORMATION, CLARIFY QUESTIONS THAT MAY ARISE DURING AN INVESTIGATION AND PROVIDE DETAILS DIRECTLY TO CCF.   WHEN A CHANGE TO AN INDIVIDUAL'S ACCESS IS REQUIRED, THE JCAVS USER WILL ENTER THE APPROPRIATE ACCESS.  THIS WILL ALLOW FOR BETTER ACCOUNTABILITY SINCE CCF WILL NO LONGER AUTOMATICALLY POPULATE THE ACCESS FIELD IN THE DCII.  THERE WILL BE A PROPER CORRELATION BETWEEN THOSE WHO HAVE ELIGIBILITY AND THOSE WHO HAVE ACCESS.

5. JPAS ACCESS AUTHORIZATION: EACH MILITARY DEPARTMENT AND DOD AGENCY WILL DETERMINE THE SPECIFIC JPAS CUSTOMER USER BASE FOR THEIR RESPECTIVE COMPONENT OR AGENCY.  IN VERSION ONE OF JPAS, CONTRACTOR SECURITY PERSONNEL WILL NOT BE AUTHORIZED ACCESS TO JPAS; HOWEVER, CONTRACTOR ACCESS IS PLANNED FOR A FUTURE RELEASE IN/ABOUT SEP 01.  THE INTENT IS TO MAKE JPAS AVAILABLE TO THE LOWEST LEVEL DOD ORGANIZATION UNIT IN ORDER TO SUPPORT TIMELY AND ACCURATE SECURITY ACCESS DECISIONS.

6. TRAINING/BETA TESTING: JPAS WILL USE THE TRAIN-THE-TRAINER CONCEPT.  IN JAN 01, SEVERAL DOD CAFS WILL PARTICIPATE IN JPAS TRAINING IN THE NATIONAL CAPITAL REGION.  BEGINNING IN 2QFY01, REGIONAL TRAINING SESSIONS FOR SECURITY MANAGERS AND SPECIAL SECURITY OFFICERS WILL BE CONDUCTED.  LOCAL ACTIVITIES WILL BE NOTIFIED WHEN SCHEDULED IN THEIR AREA.  ADDITIONALLY, THE DIA SECURITY OFFICER MOBILE COURSE AND THE DSS ACADEMY WILL PROVIDE JPAS TRAINING THROUGHOUT FY01 AND FY02.  CURRENTLY, BETA TESTING IS SCHEDULED FOR 1QFY01 WITH ARMY FIELDING SCHEDULED TO COMMENCE 3QFY01.

7. SOFTWARE/HARDWARE REQUIREMENTS: EACH PERSONNEL SECURITY OFFICE REQUIRING JPAS CONNECTIVITY WILL BE REQUIRED TO HAVE A PENTIUM COMPUTER, 133 MHZ (MINIMUM), 128 MB RAM WITH NETSCAPE 4.X (CURRENT DOD VERSION), AND A PUBLIC KEY INFRASTRUCTURE (PKI) CERTIFICATE/TOKEN (FINAL DETERMINATION PENDING). MULTIPLE TERMINALS MAY BE REQUIRED DEPENDING UPON NUMBER OF SECURITY PERSONNEL/VOLUME OF WORK. JPAS IS A WEB-BASED APPLICATION AND ALL USERS MUST BE ABLE TO ACCESS JPAS VIA PORT 443 AT THE INSTALLATION FIREWALL. ARMY ACTIVITIES SHOULD BEGIN PLANNING FOR FIELDING OF JPAS IN FY01.

8. IN THE NEAR FUTURE, ADDITIONAL INFORMATION WILL BE RELEASED REGARDING REQUIREMENTS TO ACCESS JPAS, SUCH AS, INTERNET PROTOCOL PORTS, NETWORK SECURITY, AND TRAINING.  ADDITIONAL INFORMATION REGARDING JPAS MAY BE ACCESSSED AT THE WEB SITE, HTTP://162.24.112.4/, OR FROM THE ARMY JPAS  ROGRAM OFFICE AT CCF, FORT MEADE, MD. ARMY JPAS POC IS MS. ELIZABETH HALL, ARMY CCF, 301-677-2777 (DSN 923), EMAIL: HALLE@CCF1.FTMEADE.ARMY.MIL.

9. REQUEST COMMAND SUPPORT AT ENSURING WIDEST DISSEMINATION OF THIS MESSAGE. HQDA ODCSINT POCS: MR. ERIC COOK, COM: 703-601-1597 (DSN 329), EMAIL: ERIC.COOK@HQDA.ARMY.MIL; OR MR. DON STOUT, COM: 703-601-1596 (DSN 329), EMAIL: DON.STOUT@HQDA.ARMY.MIL.

