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	HQ TRADOC Installations and Major Subordinate Command Personnel Security Program Checklist
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	UNIT LOCATION:
	

	
	

	TYPE OF INSPECTION:
	

	POCs:                                                                                                                                                                     
	

	    SECURITY MANAGER:                                                                                                                                         
	

	    ALTERNATE SECURITY MANAGER:
	

	    PERSONNEL SECURITY
	

	    
	

	INSPECTION TEAM COMPOSITION:
	

	    PERSONNEL SECURITY
	Ms. D. Willis, DSN 680-3009, 

Commercial (757) 788-3009
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	Does the activity maintain, at a minimum:

     a.  Executive Order 12968, 4 Aug 95?

     b.  DOD 5200.2-R, Personnel Security Program Regulation, with Changes 1-3?

     c.  AR 380-67, Personnel Security Program, 

9 Sep 88?


     d.  
Current Personnel Security Messages, HQDA DCSINT DAMI-CH?

     e.  Memo, HQDA DCSINT DAMI-CH, 

19 Feb 99, subject:  Personnel Security?

     f.  Memo, Office of the Assistant Secretary of Defense, 29 Sep 99, subject:  Personnel Security Clearance Investigations?

     g.  Memo, Assistant Secretary of Defense, 

22 Aug 00, subject:  Personnel Security Clearance Investigations?  

     h.  National Security Directive 63, 21 Oct 91?

     i.  HQ TRADOC DCSINT Personnel Security policy file?

     j.  A unit Personnel Security SOP, regulation, etc.?

     k.  A current security clearance access roster of cleared, permanent party personnel? 

Does the activity maintain a current listing of sensitive civilian positions by position number, job title, sensitivity, and level of access required  (Para 3-102, AR 380-67)?


Have ADP positions been designated as Category I, II, or III?  Have appropriate investigations been requested/completed  (Para 3-614, AR 380-67)? 

Prior to granting a person access to classified material, does the Security Manager:

     a.  Document in individual’s security file verification of security clearance (Para 6-3, 

AR 380-5)? 

    b.  Ensure individual has been given an initial security briefing with documentation recorded in the security office  (Para 9-201, AR 380-67)? 

     c.  Ensure a SF 312, Classified Information Nondisclosure Agreement, has been executed and a copy maintained in the security file  (Para 6-3, 

AR 380-5)?

    d.  Forward DA Form 873 (and retain a copy) to individual’s personnel file  (Para 7-101, AR 380-67)? 

    e.  Verify any break in service does not exceed 24 months (Paras 3-400 and 7-102, AR 380-67)?

    f.  Verify proof of U.S. citizenship (Para 3-400, 

AR 380-67)?


Does the Security Manager maintain personal attestation completion documentation for personnel being granted Top Secret information and/or initial indoctrination into a SAP or to SCI (HQDA DCSINT DAMI-CH Message 010900Z Apr 99)?

Does the Security Manager forward the original SF's 312 to appropriate agencies outlined in Para 6-3, 

AR 380-5?

Refresher Personnel Security Training (Para 9-202, AR 380-67).

     a.  Does the activity provide, at a minimum, annual security training for personnel having continued access to classified material?  

     b.  Is refresher training records maintained within the security office?  

Transfer/Retirement/ Resignation/Separation/

Discharge/Clearance Withdrawal/Clearance Revocation.

     a.  Does the Security Manager forward a copy of individual's SF 312 to the gaining organization’s Security Manager (Para 6-3, AR 380-5)? 

     b.  Prior to transferring, are cleared personnel debriefed according to Para 6-5, AR 380-5?

     c.  For cleared individuals retiring, resigning, separating, etc., or individuals whose security clearances have been withdrawn or revoked, is a 

DA Form 2962 (Security Termination Statement) or 

SF 312 Debriefing Acknowledgment executed prior to departure (Paras 9-204 and 6-5, AR's 380-67 and 5, respectively)?

     d.  Is the DA Form 2962 or SF 312 with debriefing executed maintained in unit’s security office for a minimum of 2 years (Paras 9-204 and 6-5, AR's 380-67 and 5, respectively)? 

Is a DA Form 5247-R, Request for Security Determination, properly executed and forwarded with applicable enclosures to USACCF when:

     a.  An interim clearance has been granted and final clearance is not received within 150 days (Para 7-101, AR 380-67)? 

     b.  New personnel arrive and their file indicates that an investigation has been initiated (Para 7-101, 

AR 380-67)? 

     c.  Individual’s security clearance was granted by a different government agency and break in service is less than 2 years (Para 7-102, AR 380-67)? 

    d.  There is a change/correction to individual’s personal status/DA Form 873? 

DOD Civilian Personnel.

     a.  For initial security clearance, are SF's 86, Questionnaires for National Security Position, completed in their entirety and submitted to Office of Personnel Management (OPM) (Para 3-201, 

AR 380-67)?  

     b.  Excluding exceptions, is the National Agency Check (NAC) portion of an Access National Agency Check with Written Inquiries (ANACI) completed prior to appointment to noncritical sensitive positions (Para 3-202, AR 380-67)? 

     c.  Excluding exceptions, are Single Scope Background Investigations (SSBI’s) completed prior to appointment to critical sensitive positions (Para 3-203, AR 380-67)? 

     d.  Are emergency exceptions to hiring DOD civilians in critical/non-critical sensitive positions in writing, reviewed and processed by the Security Manager, and part of the individual’s OPF (Para 3-204, AR 380-67)?

     e.  Are waivers of investigative requirements submitted to CPAC by employing organization prior to entry on duty (Para 3-204, AR 380-67)? 

Interim Security Clearances.

     a.  Have all investigative requirements been met prior to interim security clearance issuance 

(Para 3-401, AR 380-67)? 

     b.  Are interim clearances documented using 

DA Forms 873 (Para 7-102, AR 380-67)?

Are appropriate fingerprint cards included in initial security clearance packets (FD 258 or SF 87) (Para 5-105, AR 380-67)? 

Are security clearance packets forwarded to appropriate agencies (DSS or OPM) (HQDA DAMI-CH Message 00-03)?    

Is the Security Manager actively reducing any PR backlogs and submitting any new PR's prior to the 5/10/15 years investigation anniversary date for TS/Secret/Confidential clearances, respectively (HQ TRADOC CofS Memo, 28 Nov 00, HQDA DCSINT DAMI-CH Message 00-03, and DAMI-CH Memo, 

19 Feb 99)?

Are security clearance packets submitted to OPM IAW HQDA DCSINT DAMI-CH Message 00-03, ASD Memo, 22 Aug 00, and OSD Memo, 29 Sep 99?

Are local records checks conducted and documented within the individual's security record prior to submitting an initial/PR security clearance packet 

(Para 3-401, AR 380-67)?

In most instances, is latest military/civilian education verified prior to SSBI submission (HQDA DCSINT DAMI-CH Memo, 19 Feb 99)?

Limited Access Authorization (LAA), Para 3-403, AR 380-67.

     a.  Are LAA’s limited to only those Foreign Nationals with special skills or essential, technical expertise which are unavailable from U.S. personnel? 

     b.  Has a favorable completed SSBI, and, as applicable, a CI scope polygraph examination been conducted? 

     c.  Does the Security Manager maintain on  each granted LAA case:

          (1)  The identity of the individual to whom the LAA is granted? 

          (2)  The date and type of most recent investigation and identity of investigating agency?

          (3)  The nature of the specific program material(s) to which access is authorized? 

          (4)  The classification level to which access is authorized? 

          (5)  The compelling reasons for granting access to the materials cited in (3) above? 

          (6)  Status of the individual? 

Unfavorable Information (Chapter 8, AR 380-67).

     a.  Is a DA Form 5248-R, Report of Unfavorable Information for Security Determination, forwarded to USACCF in a timely manner when:

          (1)  The CDR learns of credible derogatory information on a member of his/her command outlined in Para 2-200, AR 380-67? 

          (2)  At 90-day intervals, if CDR has not taken final action? 

          (3)  The CDR has taken final action? 

     b.  If CDR decides on a formal suspension of individual’s access to classified material, does the Security Manager:

          (1)  Remove DA Form 873 from the individual’s personnel file? 

          (2)  Attach original DA Form  873 to the DA Form 5248-R reporting the suspension to USACCF? 

     c.  Upon receipt of a Letter of Intent (LOI) or Statement of Reasons (SOR), does the Security Manager/CDR ensure the individual executes acknowledgement statement and forwards to USACCF in a timely manner?

     d.  Does the Security Manager/CDR ensure any documentation provided for an LOI or SOR is provided to USACCF by suspense dates?

     e.  When a Security Manager/CDR receives a LOI concerning a person who is no longer assigned to the command, does the Security Manager/CDR:

          (1)  Endorse the LOI to the gaining command and forward an information copy of the endorsement to USACCF if the person is transferred? Or 

          (2)  Forward the LOI to ARPERCEN with an information copy to USACCF, if the person has been released from active duty and has a Reserve obligation?  Or

          (3)  Endorse the LOI to USACCF and attach a copy of the discharge orders if the person has been discharged from military service with no Reserve obligation?

     f.  Does the CDR submit involuntary separation information IAW Para 8-201.2, AR 380-67?

Has a personnel security program been established to ensure:

     a.  Supervisory personnel are familiar with their personnel security responsibilities (Para 9-102, 

AR 380-67)? 

     b.  Individuals are familiar with pertinent security regulations, standards of conduct, and reporting requirements  (Para 9-103, AR 380-67)? 

     c.  Coworkers understand security obligations 

(Para 9-104, AR 380-67)? 

Does the Security Manager safeguard personnel security information/investigative reports/files and restrict access IAW Chapter 10, AR 380-67? 

Does the Security Manager destroy personnel security investigative reports within 90 days after completion of the investigation (Para 10-104, AR 380-67)?

Does the Security Manager conduct recurring personnel security oversight evaluations of subordinate units/activities and maintain evaluation records (Para 11-103, AR 380-67)?

Does the installation Security Manager forward weekly holdover reports to USACCF and HQ TRADOC DCSINT Personnel Security via email each Monday by 1200 hours (HQ TRADOC DCSINT email, 8 Jan 01)?

Is the installation Security Manager processing Personnel Security clearances for IET soldiers IAW HQ TRADOC DCSINT memo, 27 Dec 00?


	
	


PAGE  
1

