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1  Jpas navigation basics

The following table provides a brief synopsis of the navigation tools utilized in JPAS:

Table 2: JPAS Navigation Basics

	Name
	Example
	Explanation

	
	
	

	Hyperlinks
	Grant Interim
	To ensure the link is “active,” test it by placing your mouse pointer over the link.  The mouse pointer should “transform” to a pointing hand.  If it does not, the link is not active.  Click the active link to go to the screen that the link points to.

	
	
	

	Textbox
	[image: image1.png]



	Click inside the textbox, and type in the required information.

	
	
	

	Scrolling Textbox
	[image: image2.png]



	Click inside the textbox, and type in the required information.

	
	
	

	Drop-down Menu
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	Click the downward facing arrow, then click on the item you wish to select.

	
	
	

	Checkbox
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	Single-click with your mouse pointer.  A checkmark will appear in the box.  You may select multiple checkboxes.

	
	
	

	Radio Button
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	Single-click with your mouse pointer.  A dot will appear in the button.  You can select only one radio button.
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     Button


   

  
       Single-click with your mouse pointer on 

the button to activate the stated  function.



2 Login to JPAS

User’s eligibility and investigation are validated on each login to the system.  Users who do not meet the requirements will not be allowed access to the system.

When JPAS user accounts are created, the system generates a User ID and Password.  These are required to log into the system.  See your Account Manager if you did not receive a User ID and Password.

Perform the following steps to Login to JPAS:

1. Open Netscape and enter the JPAS URL—https://JPAS.OSD.MIL in the Address Window.  Press [ENTER].  The JPAS Homepage opens (Figure 1).  
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Figure 1: JPAS Homepage

2. Click the “News” link on the homepage for the latest JPAS application updates.

3. Click the “Enter JPAS” link on the homepage.  The JPAS Login screen opens (Figure 2).
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Figure 2: JPAS Login Screen

4. Enter your “User ID” and “Password” on the JPAS Login screen.

5. Click Login.  

Note:  The Choose Category/Role screen appears only when a user has more than one category/role (Figure 3). 

If this is the first time you have logged into the system, you will receive a Password Expired message.  Click OK on the message.  The Change Password screen is displayed (Figure 4).
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Figure 3: Choose Category/Role Screen

3 Change Password

When a user is added to JPAS, the system generates a temporary password.  A user is required to change his/her system-generated password before accessing JPAS.  Users also may change their password at any time by selecting Change Password from the JPAS Main Menu.

Note:  E-mail address will not be acceptable as a password.

Passwords expire every 90 days and the same password cannot be reused for six months.

Password Composition:

· Passwords must be a minimum of 10 characters.

· Passwords are case sensitive.

· Passwords may contain upper case and lower case letters.

· Passwords may contain the following special characters:  @  #  $  %  ^  &  ‘  [  ]  {  }
· Passwords should contain at least four different characters.
Complete the following steps to change your password:

On the Change Password screen (Figure 4), enter your current password in the “Current Password” field.
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Figure 4: Change Password Screen

2. Enter your new Password in the “New Password” field.  

3. Reenter your new password in the “Verify New Password” field.

4. Click Save.  

Note:  For help on changing the password, click the Question Mark box to the left of the screen title.

4 JAMS Choose Category/Role or JCAVS Choose Category/Level
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Users assigned more than one role must select a role on the JAMS Choose Category/Role screen (Figure 5) or a level on the JCAVS Choose Category/Level screen (Figure 6).

Figure 5: JAMS Choose Category/Role Screen
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JCAVS Choose Category/Level Screen

1. If a person has more than one Category, click the “Person Category” arrow and select the appropriate Category from the drop-down list.

2. Click the “Role” or “Level” arrow to select the appropriate role or level from the drop-down list. To Add/Modify/Remove a user, select Account Manager.  For all other functions, select the appropriate user role or level.

3. Click OK.  The Welcome screen and Main Menu appears.  (Figure 7)

The role, level, and permissions determine what options will be displayed on the Main Menu.  To perform a different function from that selected on the Choose Category/Role or Choose Category/Level screen, you may be required to logout, login, and reselect the appropriate Role or Level.

Users assigned only one role will access the JAMS Welcome screen and Main Menu directly.
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Figure 7: JAMS Welcome screen and Main Menu 

“Warning:  Do not attempt to use the BACK and FORWARD browser button while using the JPAS Application!”

5 JAMS Welcome SCREEN and Main Menu

The JAMS Welcome screen and Main Menu (Figure 7) are displayed on successful login to the 

system.  What is displayed on the Main Menu depends upon your assigned roles and permissions.  The Main Menu always displays the options shown in Table 3.

Table 3: Main Menu Options

	Menu Option
	Action

	Select Person
	Opens the Select Person screen

	Home
	Returns the user to the Welcome screen

	Tutorial
	Opens the JPAS On-line Tutorial

	Change Password
	Opens the JPAS Change Password screen.

	Logout


	Returns the user to the JPAS Login screen.  This is the only acceptable means to exit JPAS!!!


5.1 JAMS Roles

Table 4 identifies the JAMS roles that should be selected to perform the identified functions.

Table 4: JAMS Change Category/Role Options

	Role
	Functions

	Account Manager
	Add/Modify/Remove JAMS user

	Manager
	Case Management functions

	Supervisor
	Case Management functions 

	Adjudicator
	Adjudicator functions

	Management Support
	Add/Modify/Remove JAMS User and/or Case Management functions as assigned

	Customer Support
	As assigned


6.2
JCAVS Levels

Table 5 identifies the JCAVS roles and levels that should be selected to perform the identified functions.

Table 5: JCAVS Change Category/Level Options

	Levels
	Functions

	Account Manager
	Add/Modify/Remove JAMS user

	Security Manager
	Security Management functions

	Levels 2 and 3
	SCI Personnel Security Professionals

	Levels 4 and 5
	Non-SCI Personnel Security Professionals

	Level 6
	Unit Security Manager

	Level 7
	Entry Control Personnel


6 Help/Tutorial

· Click the Question Mark box to the left of the screen title to view help on the current screen.

· Click the Tutorial button on the Main Menu to view the entire Tutorial.

[image: image11.png]JAMS Main Screen - Netscape
Fle Edt View Go Commuricalor Help

< ¥ A A4 2 wm IS A4 OB F

Back i Rebsd Home  Seach Netospe Pt Ssouty  Shop o
" Bokmaks J _Netse[oe7204.230.205 Z00AIPRS serets oo d s chert et JPAGChooseF o envet =] @ Whats Related

Tutorial

Select Person
Home

Logout

JAMS Tutarial

Notice: Under the Privacy Act of 1574, you must safeguard personnel information retrieved through this system. Disclosure of information is
governed by Title 5, United States Code, Section 552a Public Law 93579, DoDD 540011, DoDR 5400.11-R and the applicable senice directives.

5 == [Document: Done.




Figure 8: JPAS Tutorial

7 Error Messages

7.1 Password Error Messages

If your new password does not follow the password rules, you will receive an error message (Figures 9-11).

1. Click OK on the error message.

2. Reenter a new password in the correct format.

3. Verify the new password.

4. Click Save.
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Figure 9: Length Of Password Message
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Figure 10: New Password Previously Used Message

[image: image14.png]204.230.206.200 - [JavaScript Application]

A\ NeowPassordror-ossvad o g s





Figure 11: Password Contains Illegal Characters Message

If your password has expired you will receive the following message (Figure 12).
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Figure 12: Password Expired Message

7.2 Login Error Messages

7.2.1 User ID Already in Use Message

If you did not Logout of JPAS correctly, you will receive a message on your next login attempt that the User ID is already in use.  Write down the error message (Figure 13) and contact your Account Manager.
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Figure 13: User Id Already in Use Message

7.2.2 Incorrect User ID or Password Message

If you receive a “User ID is not recognized” or “The login Password is invalid” message, reenter your “User ID” and “Password” and click Login.  If the problem persists, write down the error message and contact your Account Manager.
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Figure 14: User Id Not Recognized Message
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Figure 15: The Login Password Is Invalid Message

If you have forgotten your password, contact your Account Manager and he/she will use the system to generate a new password.

7.2.3 Account Locked/Maximum Login Attempts Messages

The system automatically locks a user’s account for the following reasons:

· After three unsuccessful attempts to log in,

· The account has been inactive for 60 days,

· The user’s eligibility and investigation do not meet the criteria to access the system.
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Figure 16: The Maximum Login Attempts/User ID Has Been Suspended Message
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Figure 17: There Is A Lock On Your User Id Message

If you receive a “Maximum login attempts have been exceeded” or “There is a lock on your User ID” message, write down the error message (Figures 16 and 17) and contact your Account Manager.

8 JPAS Parameters
	Invalid password log in attempts before user is locked out
	3 attempts

	JCAVS User Time out
	15 minutes

	JAMS User Time out
	4 hours

	Password reset
	90 days

	Password countdown message
	10 days

	Maximum number of days for an SPA in entirety
	180 days

	SOR suspense interval
	45 days GMT

	Due Process failure to respond by date
	45 days from the acknowledge receipt date

	Span of Control update notification
	12 months


9 Accessing JPAS Practice Test

	
	T or F
	Statement

	
	
	

	 1.
	
	Passwords expire every 60 days.

	
	
	

	 2.
	
	The Choose Category/Role or Choose Category/Level drop-down selection list displays all possible roles or levels.

	
	
	

	 3.
	
	Passwords cannot be reused for eight months.

	
	
	

	 4.
	
	JPAS validates eligibility and investigation on each login and denies access to users who do not meet the requirements.

	
	
	

	 5.
	
	System-generated passwords cannot be changed.

	
	
	

	 6.
	
	If I cannot login to JPAS successfully, I should wait an hour and try again later.

	
	
	

	 7.
	
	After entering my User ID and Password and clicking Enter, I will access JPAS.

	
	
	

	 8.
	
	Users may change their password at any time by clicking Change Password on the Main Menu.

	
	
	

	 9.
	
	Passwords are not case sensitive.

	
	
	

	10.
	
	Passwords must be a minimum of 12 characters.

	
	
	

	11.
	
	All options are displayed on the Main Menu regardless of the role or level I select on the Choose Category/Role or Choose Category/Level screen.

	
	
	

	12.
	
	Clicking the Home option on the Main Menu exits JPAS and Netscape?

	
	
	

	13.
	
	The system-generated password must be changed on the first login?

	
	
	

	14.
	
	User ID may be entered in either upper or lower case?

	
	
	

	15.
	
	The Account Manager creates User ID and passwords?


10 TPR Form

	Note:
For help on Application issues, contact JPAS Help Desk @ 202-404-2924 or 202-404-2523

For help on Functional issues, refer to Beta Test POC Listing on JPAS Home Page (https://JPAS.OSD.MIL)




	This Section for Submitters Only

Date Submitted:  _________________________________

(MM – DD – YYYY)
	Requestor Recommended Priority (Circle One):

1 – Mission Critical

2 – Impacts Mission; No Workaround

3 – Impacts Mission; Workaround Available (Suggest in Detailed Description)

4 – User Inconvenience or Annoyance

5 – Modification or Enhancement Beyond Current Scope

6 – Wish List Item; Nice to Have Functionality

	Submitter:


	Telephone:



	Organization:


	E-Mail:



	Application Tested (Circle One):

JAMS

JCAVS

JPAS
	Test Case Number:  ____________________________________________
(for Functional & IV&V Teams Only – Not Applicable for Beta Test)

	Screen Title:



	Problem Title (Short Description of Problem):

_________________________________________________________________________________________________________________



	Detailed Description of Problem:

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________


	This Section for LCCB Review Only


	TPR Number:  _________________________________________

	LCCB Priority (See List Above):  ____________________________
Importance (Circle One):

High

Medium

Low
	Category of Issue? (Circle One):


Problem

Enhancement


Data

Browser


Within Scope
Outside of Scope

Assigned to Software Release:  __________________________

	Status (Circle One):

Open – Issue reviewed; Awaiting further action

Rejected – TPR rejected by LCCB; See explanation in Comments

Closed – Issue resolved; TPR closed

Cancelled – Issue OBE or TPR withdrawn by Submitter

On Hold – Issue on hold; Pending CCB Review

Need More Information – Contact Submitter for Explanation

	Comments (Include Reason for Rejection):

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

	This Section for CCB Review Only


	TPR Number:  _________________________________________

	Screen Title:



	Problem Title (Short Description of Problem):

_________________________________________________________________________________________________________________



	LCCB Recommended Priority (Circle One):

1 – Mission Critical

2 – Impacts Mission; No Workaround

3 – Impacts Mission; Workaround Available (Suggest in Detailed Description)

4 – User Inconvenience or Annoyance

5 – Modification or Enhancement Beyond Current Scope

6 – Wish List Item; Nice to Have Functionality
	LCCB Recommended Category of Issue (Circle One):


Problem

Enhancement


Data

Browser


Within Scope
Outside of Scope

Assigned to Software Release:  __________________________

	

	CCB Decision (Circle One):

○   Need More Information

○   Approved for Development

○   Plan for Future Release

○   Rejected

○   Other:  _______________________________________________________________________________________________________________________

	CCB Comments:

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________

	CCB Signature:


________________________________________



_____________________



Janice C. Haith, CCB Chair
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11 Acronyms

	AF CAF
	Department of the Air Force, Central Adjudication Facility

	AFB
	Air Force Base

	AFPC
	Air Force Personnel Center

	AFPDS
	Air Force Personnel Data System

	AIS
	Automated Information System

	AMS
	Adjudication Management System

	ANACI
	Access National Agency Check plus Written Inquiries and Credit Check (OPM)

	Army CAF
	Department of the Army, Central Adjudication Facility

	ASD/C3I
	Assistant Secretary of Defense for Command, Control, Communications, and Intelligence


	C
	Confidential

	CAF
	Central Adjudication Facility

	CAVS
	Clearance and Access Verification System

	CBT
	Computer-Based Training

	CCMS
	Case Control Management System

	CM
	Configuration Management

	CMB
	Configuration Management Board

	CMM
	Capability Maturity Model

	CMS
	Case Management System

	CNWDI
	Critical Nuclear Weapons Design Information

	COE
	Common Operating Environment

	CONOPS
	Concept of Operations

	COTS
	Commercial-Off-the-Shelf

	CPMS
	Civilian Personnel Management System

	CPU
	Central Processing Unit


	DB
	Data Base

	DBMS
	Data Base Management System

	DCII
	Defense Clearance and Investigations Index

	DCPDS
	Defense Civilian Personnel Data System

	DCPMS
	Defense Civilian Personnel Management System

	DDDS
	Defense Data Dictionary System

	DEERS
	Defense Enrollment Eligibility Reporting System

	DI
	Data Item

	DIA CAF
	Defense Intelligence Agency, Central Adjudication Facility

	DII
	Defense Information Infrastructure

	DII COE
	Defense Information Infrastructure Common Operating Environment

	DIMHRS
	Defense Integrated Manpower Human Resource System

	DIMS
	Defense Integrated Management System

	DISA
	Defense Information Systems Agency

	DISCO
	Defense Industrial Security Clearance Office

	DITSCAP
	DoD Information Technology Security Certification Accreditation Process

	DMDC
	Defense Manpower Data Center

	DoD
	Department of Defense

	DOHA
	Defense Office of Hearing and Appeals

	DSS
	Defense Security Service


	EDS
	Electronic Data Systems


	FTP
	File Transfer Protocol


	HAI
	Houston Associates, Inc.


	IG
	Intelligence Group

	IP
	Internet Protocol

	IRB
	Internal Review Board


	JAMS
	Joint Adjudication Management System

	JCAVS
	Joint Clearance and Access Verification System

	JCS CAF
	Joint Chiefs of Staff, Central Adjudication Facility

	JPAS
	Joint Personnel Adjudication System

	JTA
	Joint Technical Architecture


	KPA   
	Key Process Areas


	LAA
	Limited Access Authorization


	MAJCOM
	Major Command

	MCTFS
	Marine Corps Total Force System

	Mil-Std
	Military Standard


	Navy CAF
	Department of the Navy Central Adjudication Facility

	NACLC
	National Agency Check, Local Agency Check, & Credit

	NIPRNET
	Non-Secure Internet Protocol Router Network

	NJACS
	Navy Joint Adjudication and Clearance System

	NRO
	National Reconnaissance Office

	NSA CAF
	National Security Agency, Central Adjudication Facility

	NSIPS
	Navy Standard Integrated Personnel System


	OCC CAF
	Operations Center Columbus, Central Adjudication Facility

	OPM
	Office of Personnel Management

	OSD/ES
	Executive Secretary, Office of the Secretary of Defense

	OSD-WHS
	Office of the Secretary of Defense - Washington Headquarters Service, Central Adjudication Facility


	PCAT
	Personal Computer Access Tool

	PCS
	Permanent Change of Station

	PDS
	Personnel Data System

	PERSCOM
	Personnel System Command

	PIPS
	Personnel Information Processing System

	PM
	(Government) Program Manager

	PMO
	Program Management Office

	PMP
	Project Management Plan

	POC
	Point of Contact

	PRP
	Personnel Reliability Program

	PSAB
	Personnel Security Appeals Board

	PSP
	Presidential Support Program


	RDBMS
	Relational Data Base Management System

	RFA
	Request for Adjudication

	RI
	Responsible Individual


	S
	Secret

	SA
	Special Access

	SBU
	Sensitive But Unclassified

	SCI
	Sensitive Compartmented Information 

	SE
	System Engineer

	SECCLEAR
	Secure Clearance Management System

	SIDR
	Secure Intelligence Data Repository

	SIOP
	Single Integrated Operating Plan

	SLC  
	System Life Cycle

	SOIC
	Senior Official of the Intelligence Community

	SOR
	Statement of Reasons

	SOW
	Statement of Work

	SPA
	Special Purpose Access

	SSBI
	Single Scope Background Investigation

	SSS
	System/Subsystem Specification


	TBD
	To Be Determined

	TCP/IP
	Transmission Control Protocol/Internet Protocol

	TDY
	Temporary Duty

	TS
	Top Secret


	UIC
	Unit Identification Code

	UPS
	Uninterruptible Power Supply

	USCG
	United States Coast Guard

	USMC
	United States Marine Corp


	V
	DCID 6/4 Eligibility


	WBS
	Work Breakdown Structure



