JPAS Program Manager Email, Received by HQ TRADOC DCSINT Personnel Security 3 April 2001

Greetings,

Attached for your review are the minutes of the JCAVS Williamsburg Workshop, copies of briefing slides, and an evaluation survey.  Request you provide us your responses to the evaluation not later than 1 May 01.

The final CAF data loads are still pending, however, approximately 95% of the problems have been resolved.  We anticipate release of BETA to Army and Navy not later than 13 Apr 01 and to the DoD Agencies not later than 20 Apr 01.  We will be posting a revised BETA schedule upon implementation of the Army and Navy and requesting updated customer data loads soon.  The JPAS ESC has approved an extension of the BETA test and we will be shortening the implementation/roll-out schedule.  It is still out intention to begin JPAS roll-out this summer, thus, for the organizations which have not submitted JPAS agency account appointment manager letters, please do so by 1 May 01.  

OSD/C3I will be releasing an updated memo to Mildep/DoD Agencies regarding the mandatory use of JPAS and the implementation/roll-out by Jun 01.  Additionally, we will begin training at the sites referenced in the minutes in Jun 01.  Organizations which have requested training at sites not listed must contact the PMO by 15 May 01, so that we can review the options available to assist your organizations.

If you have any questions, please contact your Mildep/DoD Agency PMO Rep.

Look forward to seeing many of you in the Fall.  We appreciate your

continued cooperation and patience with us as we test and implement JPAS.

Tks

JANICE C. HAITH, GS-15

Chief, Programs and Resources

JPAS/SK Program Manager

DSN 297-4901

JPAS JOINT WORKSHOP                     

29 JAN – 1 FEB 2001

Monday, January 29, 2001

1600 – 1900 Hotel Registration

Tuesday, January 30, 2001

0730 – 0745  Registration

0745 – 0830  Breakfast

0830 – 0845  Welcome and Administrative Comments/Introductions

0845 – 0915  Opening Remarks from Rosalind Baybuitt (OSD/C3I)

0915 – 1015  JPAS Update/Beta Test Status 

1015 – 1030  Break

1030 – 1145  Training Plan/Implementation/Roll-out Schedules

1145 – 1300  Lunch

1300 – 1500  Transition Plans/Issue/Challenges (Breakout Sessions)

1500 – 1515  Afternoon Break

1515 – 1600  Transition Plans/Issue/Challenges (Breakout Sessions)
                     

Wednesday, January 31, 2001

0745 – 0815  Breakfast

0815 – 0900  Recap – Transition Plans

0900 - 1030  Contractors & Industry Policy

1030 – 1045  Break

1045 – 1145  Contractors & Industry Policy

1145 – 1300  Lunch

1300 – 1500  ACES Program, Mr. Howard Timm  (SRC)

1500 – 1515  Afternoon Break

1515 – 1600  Training Demo, Quinton Wilkes and Barbara Gray (HAI)

Thursday, February 1, 2001

0745 – 0815  Breakfast

0815 – 0945  Web Security, Linda Brown, OSD C3I

0945 – 1100  DoD PKI CAC, Mark Butler, DMDC/DEERS 

1100 – Adjourn

JPAS WORKSHOP - JAN 01 - SUMMARY

The Office of the Assistant Secretary of Defense for Command, Control, Communications and Intelligence in conjunction with the Joint Personnel Adjudication System (JPAS) Executive Steering Committee and the Program Management Office sponsored a JPAS workshop 29 Jan – 1 Feb 01 in Williamsburg, VA.  The purpose of the workshop was to discuss BETA test problems/results, future enhancements, transition plans (breakout session among Mildeps and DoD Agencies), implementation training, implementation rollout, industry participation/policy, automated continuing evaluation system and common access card/PKI (DMDC/DEERS).  These minutes reflect the highlights of the workshop.

Ms Rosalind Baybutt, OSD/C3I opened the workshop by extending appreciation from Mr. Money, Mr. Leonard, and Mr. Williams for all attendees’ participation.  She also explained the absence of Mr. Nelson, who was recuperating from surgery.  Ms. Baybuitt discussed some of the philosophies of SECDEF Rumsfield, forthcoming changes to the personnel security program (SMITH Amendment; Interim SCI; Investigative Priorities), and the overall state of the DoD Personnel Security Program.  Ms. Baybutt provided copies of various documents related to these topics.

Ms. Haith, JPAS PM, provided an update of the JPAS program, particularly, the problems that have been encountered with the BETA testing.  She advised the participants that until each Mildeps/DoD Agency CAF data is loaded, the CAF customers would not be able to test. Ms. Haith anticipated all CAF data loads would be completed by 1 Mar 01, thereby, engaging 100% of the BETA testers.  Ms. Haith’s briefing is attached.

Mr. Russ DeRitis, Dir/Security-WHS, conducted an in-depth discussion of the SMITH Amendment and the potential ramifications to the DoD employee (military and civilian) and the DoD Contractor.  Mr DeRitis relayed to the participants that all of the CAFs do have personnel security cases, which meet the criteria of the SMITH Amendment, however, until DoD implements, the final policy, no action can be pursued.

BREAK-OUT SESSIONS

Breakout sessions were conducted for the Army (lead by Ann Hall); Navy (lead by Tanya Hall); Air Force (lead by Juana Smith); DoD Agencies (lead by Janice Haith, Sharon Ragan and Brenda Enslow), and Industry (lead by Cleve Perkins).  Unified Command participants were afford the opportunity to meet with each of the Mildeps.  The results of these sessions are as follow:

Army:

The Army Policy Representative (D. Stout) and the Commander, Central Clearance Facility (Col Turnbow) were introduced to workshop participants by Mrs. Ann Hall.  

Mr. Stout and Col Turnbow advised the participants that discussions were on going regarding the designation of the Army JPAS Account Manager.  It is anticipated this matter will be resolved and that Army units would be notified in late Feb 01 as to the office of primary responsibility, transition planning, and implementation schedule. 

Several representatives raised concerns about the mandatory use of Netscape vice Internet Explorer and the JPAS PMO rep advised this would be discussed during the briefing on Thursday, with Ms Brown (OASD/C3I).  Additional concerns were raised about the lack of computers at Army units, specifically the need to upgrade these systems.  Mr. Stout indicated computer upgrades should be addressed with the MACOM, however, the requirements for JPAS user access will be included in the memo released by DAMI.  

Additional discussions were held regarding the Army processing of personnel security investigations, Smith amendment, changes in personnel security policy, etc. 

Navy: 


The members of the Navy JPAS Transition Team (E. Forrest, D. Nibbie, and T. Hall) attending the conference and the Director, DONCAF (Janice King-Crawford) were introduced to the participants.  The Navy JPAS Transition Plan was briefed and copies distributed.  The JPAS PMO briefed the delay in Navy testing due to data load problems backed up all other actions, including account registration, password distribution and training.  The PMO stated the situation is under constant monitoring and all participants would be informed of any changes when warranted.  

Training, both for beta testing and full production, was discussed.  The participants restated their commitment to the "train the trainer" concept, but were understandably concerned about the lack of training guidance and materials to date.  The JPAS PMO stated the materials were still under development and would be provided to the three Navy Account Managers as soon as possible for dissemination and use.  

The Navy participants seemed eager to begin JPAS participating, stating a sizable portion of their delays could be alleviated with JPAS.  They were all cognizant of the fact that JPAS will not be a quick fix to Navy delays, but will ultimately improve the Navy business process over time, a belief strongly advocated by representative of CNO and SSO Navy.
Air Force:

Mr. Myrick (XOIIS) briefed on Scattered Castles.  What it is and how it will benefit the services.  Mr. Myrick  Intelligence Community  Security Clearance Repository on JWICS and the CIA is the executive agent. The participating agencies thus far are CIA, DIA, NSA, NIMA, NRO, Air Force with the remainder of the DoD to be transmitted upon the implementation of JPAS in Jun 01 (tentative).  Additional federal agencies, such as DOE, FBI will be included.  Participants requested information as to which commands will be ting in Scattered Castles.  Mr. Myrick advised that XOIIS will release this information in the very near future and it will include the information pertaining to training.  

The group was provided the AF rollout schedule:   ACC/AIA, AFMC, 11 WG, HQ SSO, AFSPACECOM, AETC, USAFE, AFSOC, PACAF, AMC, ANG, AFRES, FOA's/DRUs.  The Unified commands requested the order in which they rollout.  It was suggested that they rollout with their AF counterpart, however, the Joint Chiefs of Staff has determined the Unified Command rollout schedule.   

Discussion was held pertaining to the local commander (TDY) being able to suspend access instead of sending subject back to the parent organization commander.  The group had concerns about this topic, however, it was deferred for resolution with the JPAS ESC/CMB.  Concerns were also raised about the implications of Interim SCI processing requests in JPAS.  This matter was also deferred for resolution by the JPAS ESC/CMB. 
Discussed the rules for requesting SPA in JPAS.  Currently, the AF policy states that the requestor initially submits a request for a 90-day SPA and then a 30-day extension.  These are AF rules and need to make the process less convoluted.  The M-1 states that SPAs should not exceed 180 days.  The group was asked if they had a problem with designing JPAS to allow a 180 day SPA at one time and with comments on why it is a request over the 90 days, i.e. "120 day contingency TDY".  The group had no problems with this plan and it would especially help AIA since there are more frequent TDYs.  
It was mentioned that there is a new policy with JPAS that "all possible disqualifying security related “info” will be reported in JPAS.  This does away with the AF SIF guidelines as to when derogatory information is reported.  The AF policy reps requested more involvement in the wording of the DoD 5200.2R.

The following locations offered training sites (POC also identified):  

(a) Transcom, Belleville, IL  (Sandy Bereitschaft)



40-50 people lecture

(b) USSPACECOM, Colorado Springs (Jim Dickerson)



15 people hands-on



200 people lecture



**GAVE DATES FOR 6-8 AND/OR 27-29 JUN 01


(c) SOCOM/CENTCOM, MacDill AFB, Tampa Fl  (Fred Anderson)



Hands-on capability

(d) US STRATCOM, IL  (Chuck Owens & Jane Pound)



20 people hands-on



145 lecture

(e)  San Antonio, TX  (Maggie Taylor & Jimmy Jones)



20 lecture
DoD Agencies:

There was discussion regarding Account Manager appointment letters for both SCI and non-SCI.  Ms. Haith advised that all DoD Agencies need to provide these letters to the appropriate CAF and the JPAS PMO not later than 15 April 2001.  Ms.  Haith also requested the completion of transition plans for the DoD Agencies that will be operated independently from WHS and DIA. 

There was discussion regarding the retention of the OPI-79 in the OPF; spousal clearances, and policy integration.  These matters were discussed as to the relevance to JPAS and how it should be handled.  Action was deferred until the Tuesday session.  

The rollout order for the DoD Agencies was determined based on mutual consent by all participants.  The order is as follows:  CAFs (WHS and DIA), WHS, DLA, DCMA, DFAS.  The remaining agencies will rollout in the following order:  DISA, DECA, DoDIG, DSS, DCAA, DTRA, DMEA.  OSD Staff Offices will be managed by WHS and implemented according to an internal schedule to be developed by Mr. DeRitis.

RECAP QUESTIONS AND ANSWERS:

1.  Interim SCI access

     -- Develop common policy for routing to CAFs.  JPAS ESC/CMB to resolve in conjunction with SCI policy representatives at 8 Mar 01 Meeting.

2.  Interim Collateral Access 

     -- Each DoD Agency will determine their own levels of granting authority for granting interim collateral access.
3.  Derog info to CAF regarding Report Incident Function

      -- All derogatory will be reported.  PMO will obtain Mr. Nelson’s comments.  Mr. Stout (Army) questioned the relevance of this to JPAS.  Col Turnbow (Army CCF) stated we should ensure this doesn’t interfere with the commanders’ prerogative.  Ms Jean Smith (Air Force) suggested we develop guidance on common language and guidelines and have JPAS propose to OSD what they believe is derog.  Mr. Glasbrenner (DIA CAF) suggests we report the  SF86 information as this is what OMB approves.

4.  Local commanders/field elements can suspend access instead of sending the report to subject’s commander for decision, when an individual is TDY/Deployed/School.  

      -- The installation commander should have the right to suspend the TDY individual’s base access and send the individual home.  The individual’s commander at home should be the one to determine if he should suspend the individual’s access in JPAS.  Resolution of this matter will be addressed by the JPAS ESC/CMB and the non-SCI/SCI Policy Representatives.  

5.  Placing clearance certs in OPF (Civ)

      -- Contact OPM and advise if security information needs to be in OPF.  R. DeRitis (WHS) is the OPR for this action.

6.  Level 7 view doesn’t show SCI components.  It was determined in Dec 98 by representatives from NSA and NRO that this is an OPSEC issue.  K. Glasbrenner (DIA) will initiate action to clarify and seek resolution as the inability to view the specific compartments is presents operational challenges for INSCOM, NGIC, AIA and other Mildep Intelligence organizations.  

7.  Capturing spousal clearances (DIA).  DIA only matter to be addressed by Karl Glasbrenner.  

8.  Polygraph information not accessible to JCAVS users.  The DCIOs have advised JPAS that this information is accessible to the JAMS users but not to JCAVS.  JCAVS customers are concerned about the CI polygraph information and request the ability to view.  OSD/C3I is the OPR for resolution of this matter.

9.  HCS Access.  HCS is included in JPAS.  The unclassified HCS compartments are in JPAS and the classified HCS compartments are in the Intelligence Community Security Clearance Repository (Scattered Castles).

10.  JPAS Account Management Standards 

       -- There is an audit requirement on retaining signed account activation letters IAW DoD/DISA guidelines.  

11.  Policy integration

       -- Policy representatives requested involvement in the JPAS ESC/CMB meetings as more matters arise relative to the overall DoD Personnel Security Policy. Ms Haith agreed to invite the non-SCI/SCI policy representatives to all future JPAS ESC/CMB meetings and release the policy issues/topics two weeks prior to the ESC/CMB.  Ms Haith noted that it is not the JPAS PMO responsibility to coordinate/brief the Mildep/DoD Agency Policy representatives but their JPAS ESC/CMB representatives..

12.  Web page updates/management

       -- Mr. Stout and Ms Smith recommend that a dedicated webmaster assume the JPAS web page duties to relieve the JPAS PMO Team of this responsibility.  Suggest OSD/C3I authorize the funding.    

INDUSTRY/CONTRACTOR SESSION

The purpose was to identify how to include contractors in JPAS.  

The following issues were discussed:

1.  How do contractors obtain the information and how is it included into JPAS.

     -- Contractor PID will be derived from the DSS Corporate Enterprise System, however, for those contractors in which a record exists in DMDC/DEERS, it will be validate against that data.  The specifics of what industry has access to in JPAS will be based on span-of-control and the provisions of the Federal Acquisition Regulation.  It is envisioned by OSD Staff that contractor will have view only access to the core JPAS data (Name, SSAN, D/POB, investigation date/type, eligibility date/type, and access).  The final requirements for contractors will be discussed during the workshop 13-15 Mar 01.

2.  How do contractors track the users.

     -- Development team has proposed the use of the cage codes with separate tabs for each contractor, however, the final requirement will be discussed at the forthcoming workshop.

3.  NISPOM policy changes and its interpretation are the responsibility of the OSD/C3I staff-R. Baybuitt.

4.  What happens if CCMS goes away.

     -- If CCMS were to be terminated, a replacement system would be implemented and the existing interfaces would be migrated to the new platform. 

- “Remove from Display” only removes from the screen not the system

- Unclas comment box holds 3,000 characters.  Anything you input will be apart of that record.

- The “Incident Info” will have a pull down box

DoD WEB POLICY

Ms Linda Brown, OSD/C3I conducted a briefing of the DoD Web policy and the risks associated with DoD information posted to the worldwide web.  Ms Brown provided excellent examples of the problems with posting too much information and relayed the DoD policy on how to minimize or reduce the risk.  Inappropriate information that consists of personal/privacy act information must not be posted to the web.  Don’t post FOIA information as it results in many queries from sources that have the potential to gain or exploit the information.  The level of security for emails sent between military installations is the same as sending via AOL, MSN, or YAHOO.  DoD is working to enhance security but technology is outpacing DoD’s ability to implement cost-effective and user-friendly solutions.  The overall assessment from Ms Brown: “The risks need to be balanced with the benefits”.

COMMON ACCESS CARD

- Mr Mike Butler, DMDC/DEERS-Common Access Card Program Office conducted a briefing on the DoD plan to implement the Common Access Card (CAC).  Mr Butler relayed that 4.1 million cards will be issued within a 2-year period.  These cards are connected to DEERS and the chip in the cards hold 32K bytes of memory.  There will be no classified information on the cards.  Each card has a different serial number that is retained at the DMDC/DEERS Monterey, CA location.  DoD personnel (military and civilian) are in the DEERS database, however, contractors are not.  The CAC program has requested JPAS fill this void by providing the contractor data to DEERS as the single DoD personnel security repository.  

-  Mr. Butler provided the following additional information:

-  The cards will have to be renewed every 3 years IAW with DoD PKI policy.  

-  The cards will be issued at your DEERS/RAPIDS station and it averages 8-9 minutes.  Mildep and DoD Agency Communications and Small Computer offices are responsible for the installation of the CAC readers and PC configurations in order for the card to operate properly.  In order to access your card you will need a PIN number and you have three attempts before you will be locked out of the card.  To unlock your card, you will need to go to your DEERS/RAPID station and enter your fingerprint, which will unlock your card.  The chip will erase itself if it is probed/swiped or  if a large magnet is used on it.

TRAINING DEMO

TSgt Wilkes/JPAS PMO and Barbara Gray/HAI conducted a demo of the JPAS training CD-ROM.  The training CD will be used as a training aid for the JCAVS/JAMS user.  The CD is accessed through Windows NT/Netscape/Explorer and reads directly from the CD, it does not require downloading onto the users system.  The CD gives the user a view of the screens available for Iteration 1and 2 with documentation explaining each screen.  The Training CD will be available 12 Feb 01 and can be requested by email (see 

JPAS Web page)  

ACES

Mr. Howard Timm/Defense Personnel Security Research Center conducted a briefing on the Automated Continuing Evaluation System (ACES).  Mr. Timm stated ACES is a personnel security tool that will be used in the future and would apply to TS and SCI reinvestigations only.  Under ACES, criminal history, foreign travel, and credit databases would be regularly checked and full-scale reinvestigations in individual cases could be initiated at any time based on the results of the checks.

UNIFIED COMMAND SCHEDULE


CENTCOM


EUCOM


JOINT FORCES COMMAND


USSTRATCOM


USTRANSCOM


US SPECIAL OPERATIONS COMMAND


US SOUTHERN COMMAND


US FORCES KOREA


US PACIFIC COMMAND

JPAS ESC/CMB ISSUE RESOLUTIONS (As of 8 Mar 01)

I.  Interim SCI Access 

Issue:  Routing of Interim SCI access requests varies among the Mildeps and DIA.  Army and Navy allow direct submissions to the CAFs.  Air Force and DIA require routing to the SIO for concurrence, then submission to the CAF.  

Resolution:  All SSO’s will submit request for Interim SCI directly to their parent CAF.)

Issue:  Implementation of the new requirements for Interim SCI precludes the CAFs ability to determine a NAC, plus credit.  However, DSS does not have a DCII code to provide the CAFs the results of the NAC plus credit, thus, OSD/C3I has proposed to change the definition of the current DCII code (E) from NAC plus open SSBI to NAC plus credit plus open SSBI.  Resolution: “E” definition will be changed to mean NAC plus credit plus open SSBI.  DSS should be working to reprogram CCMS (per P. Nelson-OSD/C3I) to reflect the NAC plus Credit.  However, as these changes are not expected to happen quickly, CAFs will proceed using “old” policy.  To ensure all possibilities are addressed, JPAS will be set to allow the Interim SCI to be granted based on an ENTNAC.  CAF should use their discretion.
II.  Incident Reporting

Issue:  Implementation of a standard reporting policy in JPAS that requires any/all security related incidents, which would be under the auspices of the thirteen adjudicative criteria, to be reported to the appropriate CAF, each and every time an incident occurs.  This coincides with the “total” person concept and rectifies concerns generated by the GAO and DoD IG.  Currently, there are differences among the Mildeps as to what type of information is reported and when it is reported.  Resolution - Reports of Incidents will be based on the 13 Adjudicative Criteria (DoD 5200.2R) whether or not there are mitigating factors identified.  Commander’s discretion will still dictate what is reported.  Also, only the submitting office will see the report.  MACOMs/MAJCOMs/HQ DoD Agencies will not have access to view the incident reports.

III.  JPAS Reporting to DCII

Issue:  Revisit the previous determination that JPAS would pass all accesses to the DCII until JPAS was 80% FOC.  However, as a result of the recent DoD IG DCII Audit and the design of the DCII regarding the reporting of access, this requirement is no longer viable.  

Resolution - Access not to flow back to DCII upon implementation of JPAS vice the original plan to stop flowing this information when JPAS is 90% FOC.  Ms Haith will initiate action to review and develop a “stair-step” approach to terminating the passing of eligibility information to the DCII.    

IV.  Access Suspension

Issue:  Access to classified information, collateral and SCI, shall normally be suspended by the Commander or his/her designee (SSO/Scty Mgr), upon determination that credible information relating to potentially disqualifying information in one of more of the thirteen adjudication guidelines exists, regardless of whether any mitigating factor(s) may be present.  Each such suspension shall be entered immediately into JPAS for appropriate action by the CAF.  Once access is suspended by a JAMS/JCAVS user, any other DoD Agency that holds an active clearance or access will be notified immediately for appropriate action.  

Resolution: 

a) Access should only be suspended by the “parent” organization.  Example:  ESC/CMB does not want a TDY organization to suspend access on someone. (For EDS (JPAS Developer), it will be the DEERS assigned organization.)  This was explained to the ESC/CMB that it will take months for the personnel systems to update organizational addresses and that current commanders would not be able to suspend access on newly assigned individuals because of the personnel data passed to DMDC/DEERS by the Mildep personnel organizations.  The ESC/CMB stated that this would be an acceptable risk and that if it became a significant problem then it would be re-addressed later.  

b) Only the unit reporting an incident will be able to see the incident on the JCAVS side of the system.  In JAMS, all of the CAFs will be able to view all incidents.  (This is a new requirement.  The PMO team realized that we missed this a long time ago (after baseline) and considered it not a showstopper.  Each CAF would have to telephone each other and that this could be an enhancement later.  We are trying to get the baseline released. 

CONCLUSION

Mr. Perkins thanked all participants for dedicating their time to attend this workshop.  He also expressed appreciation to the Convention Center/Hotel Staff for their support of our activity.  A fall workshop will be planned with the date and location to be announced by Jun 01.

RECORDER:  


SSgt Kim Rabon

APPROVED:


Janice C. Haith, Program Manager

