Assign/Change/Remove JCAVS User Account Permissions
 

Description: The Assign/Change/Remove JCAVS User Account Permissions screen allows the JCAVS System Administrator or JCAVS Account Managers to Add, Modify or Remove JCAVS users from the database and assign their user level.  The screen also allows the Account Manager to reset user passwords, lock accounts, unlock accounts, and log users out of the database.

 

Procedures: Once you have logged into the database as an Account Manager, click on the menu button entitled "Account Management." This will bring up the "Select Person" screen. Note: You must have Account Management privileges in order to access the account management functions of the database.

Bring up the account of the individual in question by using the "Select Person" screen. Enter the Social Security Number for the individual in question, then click on the "SELECT" button. The database will load the Assign/Change/Remove JCAVS User Account Permissions screen.

 

Ensure you have selected the correct record by verifying the individual’s identifying data at the top portion of the screen.
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Name:  The name of the individual whose account is to be added, modified or removed from the JCAVS database.

 

Grade:  The grade of the individual whose account is to be added, modified or removed from the JCAVS database.

 

UserID:  The User Identification of the individual whose account is to be added, modified or removed from the JCAVS database.

 

Category:  Select the individual’s correct category. (This only needs to be accomplished if the individual has more than one—Example: an individual who is both a Reservist and a Civilian Employee.) Use the drop down menu next to the "Category" field to select the correct category for this user.   Note:  If the person has more than one category, be sure you are taking actions against the appropriate category.  The screen will look the same for the individual regardless of which category is displayed.  Make the required changes for the appropriate category and then save the record.  Once saved if the settings are different for each category, it will be reflected appropriately the next time you bring up the record.

 

DEERS Assigned Organization:  The organization for the selected individual as it appears in the DEERS database.  (This may or may not be accurate as the database updates may be slightly behind the personnel system records).

 

JPAS Assigned Organization:  The organization for the selected individual as recorded in the JPAS database.  Note:  This organization is selected by an Account Manager only if the DEERS organization shown for the individual is not accurate.  Initially this field will be blank.   Follow the procedures listed below to perform a system search for the correct assigned organization for the individual so that it will populate this field as required.

 

JPAS Organization List:  A multi select drop down menu of selected JPAS organizations as retrieved by the account manager after performing a search of the database.

 

[image: image2.png]


[image: image3.png]Organization Search:

Select the Organization’s
Service/Agency:

Select Unit Location or
Name:

Enter Search String

€ UnitLocation  ©  Unit Name

include an * for
wildcarding:

Search




 

Verify the organization of the user. If the user is assigned to an organization that is different from what is shown in the "Assigned DEERS Organization" field, you can change it using the procedures listed below.

 

Select the Organization's Service/Agency:  Select the appropriate Service/Agency for the individual's organization from the drop down menu adjacent to the "Select the Organization's Service/Agency" field.  This will filter the search and allow for retrieval of only those organizations within the correct Service/Agency.

 

Select the Unit Location or Name:  The database can search for the individual's organization by Unit Name or by Unit Location.  Choose which way the database will search by selecting the appropriate radio button adjacent to either the "Unit Location" or "Unit Name" fields.

 

Enter Search String include an * for Wildcarding:  Type the individual’s organization in the "Enter Search String" field. Then, single click with your mouse pointer over the "Search" button.  You may enter an asterisk (*) after entering a minimum of four characters to perform a wildcard search for an organization.  This will cause the database to bring up a list of choices of organizations for assignment in the "JPAS Organization List" drop down menu Select the correct organization by highlighting it from within the drop down menu list .

Next, you must select whether the user will have a single level of access to the system, or multiple levels of access. An example of an individual that would require multiple levels of access would be a MACOM level security manager that also has responsibilities as an installation or post security manager. Usually, one level of access is all that is necessary to the system.

 

To Assign a Single JCAVS User Level: Assign the correct level of access by selecting  the appropriate level from the checkbox adjacent to the "Define User Level(s)" field.
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To Assign Multiple JCAVS User Levels: Assign the correct level of access by selecting the appropriate levels from the checkboxes adjacent to the "Define User Level(s)" field. 

 

To Assign the user Account Manager Privileges: Select the checkbox adjacent to the "User is an Account Manager" field.

 

To Reset the User’s Password: Select the button labeled "Reset User Password."  
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To Lock the User’s Account: Select the button labeled "Lock/Unlock Account."  If the account was not locked previously, it will be locked. 

 

To Unlock the User’s Account: Select the button labeled "Lock/Unlock Account."  If the account was locked previously, it will be unlocked.  

 

To Log Off User: If a user needs to be logged out of the system, select the button labeled "Log Off User."  The user will be logged off the system. 

 

To Add a User.  Select the radio button adjacent to the "Add User" field.  This is the default selection if the user doesn't already exist in the system.  Once you complete setting up the account permissions, click on the "SAVE" button.

 

To Modify a User.  Select the radio button adjacent to the "Modify User" field.  This is the default selection if the user is currently in the system.  Once you have finished modifying the account permissions, click on the "SAVE" button.

 

To Remove a User.  Select the radio button adjacent to the "Remove User" field, then click on the "SAVE" button.  This will remove ALL accounts for the individual.  (Note:  If the user has an account for more than one person category and you wish to deny them access for only one account, you must lock the account for which you want to deny them access.  Do not remove them as a user.)

 

Note: You can only perform one action at a time on this screen.

 

SAVE: Once you have made all changes necessary to the individual’s record, click on the "SAVE" button. This will save the changes to the record and will cause the Main Menu to load.

 

DELETE: Select the "CANCEL" button to abandon any changes to this screen.
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