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Introduction


The end of the cold war precipitated dramatic changes in the international, economic, technological, social, political and legal environment in which Defense Department business is conducted(changes that present serious challenges to personnel security systems


. These changes and challenges also present an opportunity to design an informed and coordinated strategy to guide future personnel security planning and policy. Following a brief introduction to the current context of personnel security, this paper presents a preliminary framework of 12 issues
(based on current knowledge, trends and possibilities(regarding future approaches to personnel security. Through discussion, individual issues may be modified or eliminated, and new issues may emerge. The framework is intended as a starting point to facilitate discussions aimed at developing an appropriate and practical strategic plan for DoD personnel security. 

Changes in the Personnel Security Environment

The information revolution, changes in American values and laws, and the many political, economic, and demographic changes since the end of the Cold War have all contributed to increasing the difficulty and complexity of ensuring the loyalty, reliability, and trustworthiness of the cleared workforce. All of these changes are not covered here. Instead, this introduction focuses on several changes that have the most direct impact on the personnel security program. The amount of information that can be compromised by a single insider working for a foreign intelligence service has increased substantially. The risk of betrayal appears to have increased as well. Increased need to protect sensitive but unclassified information means more people are in a position to damage national security.

Increased Vulnerability to Damage by Insider Betrayal

Computers concentrate tremendous amounts of data in one location where it is vulnerable to unauthorized or accidental disclosure, modification, or destruction. The greater the concentration, the greater the consequences of any security breach.


The amount of damage that can be done by a single insider has increased as a result of the growth of networked computer databases. Databases designed to improve information sharing have also facilitated hostile intelligence collection. Computer networks solve the spy’s age-old dilemma(how to obtain the precise information that is most valuable to a foreign buyer. The equivalent of safe-loads of classified material can now be copied in a matter of minutes and transmitted almost instantaneously around the globe, often with little risk of detection. 

How different this is from the days when classified information was stored only in safes to which a mere handful of people had access, and when spies incurred significant risk in transmitting even relatively small quantities of information to their foreign handlers.

Increased Risk of Insider Betrayal

The following factors suggest that in the future espionage may be more frequent as well as more damaging.

Due to automation, more people have access to more information, and this means an increase in opportunities to commit espionage. Increased opportunity relates to greater temptation and may, therefore, increase frequency of espionage.

During the past 20 years, roughly 80 percent of Americans arrested for espionage volunteered their services to another country; 26 percent were caught before they could pass any classified material.
 Because of the large number of countries now engaged in espionage against the United States, and the increased frequency of contacts between Americans with access to classified information and representatives from many of these countries, it is now easier for Americans to initiate contact with a foreign intelligence service. Under current circumstances, they are less vulnerable to detection by the counterintelligence screens that have been successful in the past.

The lowering of Cold War barriers combined with a great increase in international contacts in the global economy also make it easier for foreign intelligence collectors to spot, assess, and then manipulate or recruit unsuspecting Americans with access to classified, controlled or proprietary information. The greatest change is in industry, where personnel involved in sensitive military R&D and production are increasingly in official business contact with their foreign counterparts in countries that are conducting espionage against the United States. The line between military and non-military, and between classified technology and unclassified technology sold to foreign countries, is increasingly blurred.

The internationalization of many high technology fields, combined with the increased number and variety of countries conducting intelligence operations against the United States, may add to the prevalence of conflicting loyalties. About half of all the doctoral degrees in physics, chemistry and computer science granted by U.S. universities now go to foreign-born students.
 Approximately one-third of all the engineers in Silicon Valley are foreign born.
 Of Americans prosecuted for espionage from 1940 to date, 18 percent were naturalized citizens. This is much larger than the 3.5 percent of the national population or the 3.4 percent of DoD clearance holders who are naturalized citizens.
 

Changes in business practices are creating a more mobile work force, which often elicits less loyalty to employers. Job-hopping has become characteristic of the high technology culture. For many information technology professionals in particular, loyalty is to their profession and their career rather than to the company where they view themselves as employed "temporarily" even though they may hold a "permanent" position.

The risk of insider betrayal is also aggravated by the weakening distinction between friend and foe, which becomes muddled as presumed friends target U.S. technology for intelligence collection. The reduced sense of national purpose since the end of the Cold War makes it easier for an American to rationalize passing protected information to a foreign power as “just a business proposition,” rather than a heinous activity that puts survival of country at risk. 

More Information Needs to Be Protected

The distinction between classified and unclassified information is becoming blurred. Ironically, at a time when significant efforts are being made to reduce the amount of classified information, the quantity of sensitive but unclassified information (both government and proprietary) that requires some form of control or protection has grown substantially. The number of personnel with access to this sensitive information has increased accordingly.

Automated information systems create a new class of personnel(the information systems professionals(who are of concern to the personnel security system even when they do not have access to classified information. Their insider access to logistics, personnel, financial, communications and other unclassified systems puts them in position to compromise, modify, or destroy systems that, though unclassified, are essential to military operations. 

In defense industry, many more people now have access to sensitive but unclassified technical and scientific data relating to US weapons systems. This is due, in part, to changes in DoD acquisition policy which now encourages the integration of the defense industrial base with the commercial industrial base. Most of the militarily critical technologies are now dual use technologies(that is, the same technology has both military and civilian applications. Consequently, the loss of this unclassified but proprietary or embargoed technology may damage military security as well as the economy.

In a world that increasingly measures national power and national security in economic terms, foreign countries and corporations are placing increased emphasis on the collection of scientific, technical and economic-related information of all types. "The increasing value of trade secrets in the global and domestic marketplaces, and the corresponding spread of technology, have combined to significantly increase both the opportunities and methods for conducting economic espionage."
 

Personnel Security Discussion Issues

I. Develop a more effective capability for introducing innovations and managing change.

II. Develop a new paradigm for continuing evaluation.

III. Attend to the broader systemic interrelations of personnel security.

IV. Enhance the education and deterrent value of the personnel security system.

V. Reduce the time required to process and approve an initial clearance.

VI. Reduce cost while maintaining the effectiveness of the initial clearance investigation.

VII. Improve the consistency and fairness of adjudicative processes and decisions.

VIII. Increase attention to security awareness and security conscientiousness, i.e., the human element of technical security problems.

IX. Increase reciprocity of clearances across DoD components and other government agencies.

X. Improve tools for measuring process, outcomes and customer satisfaction.

XI. Improve the model for assessing and predicting requirements for the personnel security system.

XII. Improve the dissemination, discussion and use of reports, data, and knowledge among relevant groups and stakeholders.

I. Develop a more effective capability for introducing innovations and managing change.

In his strategic plan for personnel security, DCI George Tenet stated: "We have entered a time of increased uncertainty, when the fact of change is predictable, but the shape of change is not.”
 We need increased flexibility to innovate, to test new approaches to old problems, and to create new approaches to deal with emerging problems.

The current policy that investigative scope and adjudicative guidelines must be approved at the National Security Council level may discourage innovation and experimentation. Considerations described under Issues II, V, and VI, below, involve deviating from the scope of investigation as mandated by executive order. Considerations under Issue III involve a change in the adjudicative guidelines. What is the process for obtaining approval to deviate from an executive order for purposes of developing and testing potential new personnel security procedures? When personnel receive a clearance under a test program that deviates from an executive order, how can we be assured that their clearance will be accepted by other agencies? Policy guidance is needed on how to deal with this potential conflict between the need to experiment and test new procedures, and the requirement to comply with executive orders.

A strategic plan should consider implementation issues. We need to ensure that the management and oversight structures are adequate to make change happen(to assign tasks, monitor implementation, and enforce compliance. Policy decisions are necessary but not sufficient to ensure that we reach our goals. As Gen. Richard Stilwell wrote in a 1985 review of the personnel security system after the Walker case, “… policy formulation(while the indispensable beginning(constitutes only a minute part of the task to be accomplished; the great effort(and challenge(is in the implementation and execution.”
 

Gen. Stilwell explained that "Without continuing program oversight, there can be no assurance that policy is being translated into practice in the field." He observed that "Very little program oversight is being performed due to lack of sufficient staff. For example, OSD rarely conducts component headquarters inspections, much less examines compliance of field elements with DoD security policy."
 It appears that not much has changed.

II. Develop a new paradigm for continuing evaluation.

During the past 50 years, very few Americans arrested for espionage entered government service with intent to spy. Almost all turned bad after they were on the job. This is indisputable evidence of the need for a strong program of continuing evaluation.

The current paradigm for continuing evaluation is reinvestigation every five years(if the resources are available. Even when the resources are available, periodic reinvestigation does little to prevent the compromise of classified information in the interval between investigations. In the current paradigm, periodic reinvestigation is viewed as a repetition and update of the SSBI conducted for the initial investigation. Actually, monitoring and investigation of personnel already in a position of trust could be quite a different process. Continuing evaluation differs from the initial clearance investigation in the following ways: [1] We have different and better sources of information (current supervisor and coworkers); [2] Different adjudicative standards could apply (as discussed under Issue III); and [3] There are different decision options available to security managers and adjudicators, e.g., formal reprimand, other nonjudicial punishment, counseling, treatment, as well as suspension or revocation of clearance.

Given the greater risk of betrayal by insiders, and the dramatic increase in amount of damage that can be done by a single spy working in a networked environment, the five-year interval between periodic reinvestigation may present an unacceptable risk. Continuous monitoring may be a viable alternative or adjunct to consider.

III. Attend to the broader systemic interrelations of personnel security.

Personnel security involves more than simply granting, denying, and revoking security clearances. It is, or could be, a multifaceted program that interacts with and complements other disciplines ( most notably personnel management, counterintelligence, and automated information security. Closer coordination between these disciplines may be desirable.

Examples of coordination with the human resource elements in DoD and defense industry might include: [1] Employee assistance and other counseling programs that help personnel deal with personal problems before they become security problems, [2] Corporate ethics programs that define and promote standards of ethical behavior, including a clear statement of employee responsibilities for reporting knowledge of improper or insecure behavior by coworkers, and [3] Training supervisor in early recognition and wise handling of problem employees.

Thus, the overall value of the Personnel Security Program can be viewed in a broader context. The same personnel security procedures utilized to protect national security are likely to have a favorable impact on the quality of personnel in general. For example, by screening out individuals with alcohol, drug, emotional, or financial problems or with a criminal history, the security program reduces the incidence of many forms of counterproductive behavior(employee theft, employee violence, embezzlement, procurement fraud and sabotage, as well as performance deficiencies and medical costs associated with substance abuse or emotional problems. Recognizing these broader implications and developing strategic plans that address such interrelations may be a goal worth considering.

IV. Enhance the education and deterrent value of the personnel security system.

Effectiveness of the personnel security system depends, in considerable measure, on its deterrent value. It deters many unsuitable personnel from applying for a position that requires a security clearance. It also deters some cleared personnel from engaging in activities that might adversely affect their security clearance. 

For example, effective deterrence of wrongdoing by cleared personnel might include: [1] an effective security awareness and education program to ensure that all personnel are aware of what is expected of them; [2] awareness by all personnel that they are subject to ongoing monitoring; and [3] a credible threat that wrongdoing will be detected and punished. 

Although there is little research on the subject, one area that may need improvement is the imposition of sanctions for wrongdoing. Fifteen years ago, Gen. Stilwell wrote: "Security regulations are often violated but only serious cases are typically made a matter of report; few of those are investigated, even where a pattern of such conduct is in evidence; and fewer still result in punishment."
 Failure to punish wrongdoing seriously undermines the deterrent value of the personnel security system, and we suspect that little has changed since Gen. Stilwell's day. 

To pursue this area as a strategic goal, care would also be necessary to ensure that due process is protected and that changes in appropriate enforcement do not provoke attitudes of suspicion or intrusion that erode employee’s productivity and sense of well being. 

V. Reduce the time required for processing and approving an initial clearance.

Time is money. DoD may wish to consider a goal of expediting the initial clearance process to minimize the time that personnel are underemployed while awaiting a clearance. Many DoD staff and contractors are now working on what has come to be called “Internet time.” Cycle time for development of new technology is greatly reduced and managers cannot afford to have personnel marking time while awaiting a security clearance.

For example, in an effort to be responsive to customer needs, DoD may wish to pursue a goal of granting a clearance (plus SAP access, if appropriate) within 30-60 days after receipt of a completed PSQ on all but the most difficult cases in which denial is a realistic possibility. Considerations might include: [1] How the process could be accelerated, either routinely or for a subset of priority cases, [2] What changes would be required in current organizational responsibilities, procedures, executive orders, or laws; and [3] How a new system could be tested to make certain it works before implementing it more broadly.

VI. Reduce cost while maintaining the effectiveness of the initial security investigation.

Any program that operates beyond its funding can have only limited success. DoD may wish to articulate a specific goal of developing and maintaining an effective personnel security system that is consistent with the funds allocated to it. In the absence of any other objective measure, the effectiveness of investigation is sometimes measured by compliance with procedural standards (scoping requirements). This assumes that compliance with existing procedural standards will produce an optimal result. 

Cost savings could be achieved by pursuing a reduction in the number of people who require a clearance. Furthermore, reducing the time required to grant a clearance, together with procedures for rapid granting of interim or probationary clearances and one-time accesses, could also reduce the number of clearance requests, e.g., the longer the clearance process takes, the more incentive commanders, directors, and supervisors have to engage in contingency planning(to request clearances for personnel who “may” need that clearance at some time in the future. Overall, money saving innovations are more likely to be designed and implemented if cost containment is specified clearly as a strategic goal.

VII. Improve the consistency and fairness of adjudicative processes and decisions.


If the effectiveness of adjudication includes fairness of process and outcome, DoD may wish to adopt a goal of minimizing outcome inconsistencies within and between adjudicative facilities. In addition to facility-level consistency, such a goal could also be applied to both government employees and contractors. This would be appropriate given that the division of duties between these personnel groups has become blurred almost to the vanishing point. For example, contractors now develop and maintain many DoD automated information systems(which often gives them greater access to sensitive information than government employees, and subjects them to fewer security safeguards. 

VIII. Increase attention to security awareness and security conscientiousness, i.e., the human element of technical security problems.

Many technical security problems are caused by attacks or misuse by insiders rather than by outsiders(by "peopleware" rather than software. Two related elements of this issue are security awareness and reporting. Consequently, DoD may wish to address these elements directly through strategic goals and planning. 

The magnitude of damage that can now be caused by careless or uninformed use of new technology creates new requirements for security education concerning, for example, the vulnerabilities of information and telecommunications systems. A training program and other innovative communication methods could be designed to convey an understanding of why these procedures are necessary and important for all personnel within DoD and defense industry. For example, the Customizable Employees' Guide to Security Responsibilities is one tool that could be considered for this purpose.

With respect to reporting, technical security measures could include automated real-time monitoring, and real-time identification of anomalous behavior by any insiders with authorized access to any sensitive system. This would require guidelines on what information the technical security personnel should collect and report to those responsible for personnel security, and what action personnel security should take on the basis of this information.

IX. Increase reciprocity of clearances across DoD components and other government agencies.


In keeping with the spirit of Executive Orders on personnel security, DoD may wish to articulate a goal that individuals in both Government and industry holding valid clearances be able to move from one agency or special program to another without redundant investigation or re-adjudication. Ideally, if a cleared individual moves to a new agency that requires additional procedures, such as polygraph testing for a given level of security clearance, e.g., Top Secret (TS), then the new agency should be able to accept all prior TS clearance results (SF-86, subject interview, NAC, etc) and simply order only the additional testing. It is not clear why reciprocity has proven so difficult to implement. The issue will likely relate to the quality and consistency of investigative and adjudicative processes. 

Initially, the issue of reciprocity may need to be discussed at a broader level including: [1] How big a problem is lack of reciprocity; [2] Given substantial differences between organizations, is reciprocity an achievable or even a desirable goal; and [3] Would it help to define different levels of reciprocity, based on different types of organizational interaction.

X. Improve tools for measuring and evaluating process, outcomes and customer satisfaction.

Many policy decisions are based on data. The quality of data depends on how information needs are framed and then how data are obtained and interpreted. For a strategic plan to succeed as a guide to improving the course, implementation and outcomes of a program, DoD may wish to include a specific objective to better define and measure important dimensions of processes and results. For example, what are good and cost effective methods for assessing: [1] adherence to investigative and adjudicative procedures, [2] productivity of investigative procedures, [3] quality and fairness of adjudicative decisions, [4] employee’s knowledge of, and adherence to security awareness requirements, [5] efficacy of procedures focused on deterrence, [6] employee attitudes and morale, [7] moderately frequent types of security violations or precursors such as lax security behavior or minor theft, [8] efficiency of security database systems, and [9] satisfaction of investigated individuals, security system operators and managers, government and industry customers, and the general public. Finally, what other (new) dimensions of processes and outcomes might be important to evaluate? 

XI. Improve the model for assessing and predicting requirements for the personnel security system.
Being able to accurately assess and predict the load on various parts of the personnel security system is necessary to ensure that: [1] operating agencies within the system receive adequate allocations of funds and other resources before problems develop and [2] DoD and other groups that support, plan around, or depend on personnel security understand the waxing and waning of the system and its potential implications for the broader national security landscape. Consequently, DoD may wish to adopt a specific goal of improving the model for assessing and predicting personnel security system requirements including, but not limited to, initial clearances, non-clearance investigations, reinvestigations (and/or continuous monitoring) and adjudications. 

XII. Improve the dissemination, discussion and use of reports, data, and knowledge among relevant groups and stakeholders.

We live and function in an interdependent society. Although not all organizations have mature personnel security programs, nearly all organizations must deal with issues of personnel reliability, loyalty, unproductive behavior, and criminal forms of competition. A successful strategic plan could include a specific objective for disseminating reports, data, and lessons learned among relevant groups and stakeholders in government and industry. Ideally, this plan would include systematic methods for collecting feedback as well so that all relevant information is available for consideration, discussion and use. 

A Final Note

The above issues relate to goals and innovations to be achieved over time. Although research and testing may be required to confirm the feasibility and effectiveness of innovations prior to full implementation, and some innovations may require amendment of executive orders, legislation, or highly ingrained systems, the evolution will proceed well to the extent that it is guided by a clear, creative, and practical strategic plan.
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